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1. EXECUTIVE SUMMARY

1.1 Publishable summary

The 3 daysd workdhcecpiiMNavugaesi agdl &Tandar dsc
19" to 27 in Brussels[1]. This workshop has been organised by the European Commission,
CREATEIo0T and the AOTI.

Y

The purpose of this 3 days6é workshop was to
IoT architecture and standards, in particular the contribution of the llafgeScale Pilots
Programme projecfg]. Multi-dimensional |oT reference architectures are of great importance in
the successful development and deployment of IoTtisoksisince they support a holistic view of

IoT systems by addressing the diffet functional layers, the cresstting functions and system
properties. This approach allows the largest possible expression of the requirements for data and
device securitydevice discovery, provisioning and management, data normalization, analytics,
and services. In this perspective, the 10T reference architectures are key for standardization, as
they define guidelines that can be used when planning the implementatidnsystems in order

to address the complexity of 10T solutions and ensure tauty, secure, scalable, interoperable

IoT deployments.

Thisvery well attendeavorkshop(with an average of over 56 80persons per dayjas included
keynotes, plenary and pert sessions bringing answers to what has been achieved and what
remains to be done by the 10T and DEI La8gpale Pilots Programme funded under Horizon 2020,
which are team up together to develop significant contributions to piloting European platforms,
data ecosystems, standardisation anehprenative activities.

Thefirst day of the workshop was centred around the outcomes of the STF 547 Task Force on loT
standardisation funded by the European Commission and supported by ETSI. The second day
focused orthe handover of common activities from the 10T LSPs clusteret®l LSPs cluster,

while the third one was centred around AIOTI approaches to address the upcoming challenges to
digitizing European industries.

The event included keynotes, plenary anpegxworkshop sessions bringing answers to what has
been achievednd what remains to be done by tb& and DEI LargeScale PilotProgramme
funded under Horizon 202With the relp of the coordination and support actions CREAGE,

NGIloT andOPENDEI, these projects are expected to team up together in order to have significant
contributions to piloting European platforms, Data ecosystems, standardisation-anchpagve
activities.

1.2 Non-publishable information

None, the document is public.
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2. INTRODUCTION

2.1 Purpose and target group

The purpose of this 3 dayso6 workshop was to
IoT architectures and standards, in particular theritrtion of the 10T LSPs and the work done
in the associated CSAs.

One of the topics addresseaaulti-dimensional 10T reference architecturésof great importance
in the successful development and deployment of I0T solutions since these archisegipoes
a holistic view of 10T systems by addressing the diffefenctional layers, the crostting
functions and system properties.

This approach allows the largest possible expression of the requirements for data and device
security, device discowg, provisioning and management, data normalization, analytias, an
services. In this perspective, the loT reference architectures are key for standardization, as they
define guidelines that can be used when planning the implementation of 10T systedes ito or
address the complexity of 10T solutions and ensure truitwaecure, scalable, interoperable loT
deployments.

The topics discussed are of interest to a large range of the IoT stakehidsest withthe
technical communitye.g., 0T systemslesigners and developers, standardisation community
participant}. Since part of the workshop can be considered as thedardf the work of the

first IoT LSPs to their successors, the topics addressed are also useful for the 10T LSPs community
atlarge

2.2 Contributions of partners
ERCIM hascontributed to the organizah of the eventio the content of the document and
severapresentations during the event.

ETSI hascontributed to the organization of the event, to the overall structure of the present
document, to its content and $everalpresentations during the event.

SINTEF has contributedio the organization of the evemd, the content of the document atol
seeralpresentations during the event

NUIG has ontributedo the content of the documeandto severapresentations during the event
TL has contributed to the content of the documenttarsgverapresentations during the event

AS has contributed tohe content of the document and to several presentations and sessions
chairing during thevent.

MI has contributed to the content of the document tangeveralpresentationgand sessions
chairingduring the event

2.3 Relationsto other activities in the project

This event has been organized within the framework of activities of CRHATEVPO6 (IoT
Interoperability and Standardizatjort has also benefited from contributions stemming from on
going work in the 10T LSPs and the 10T Activity Group AGOZT( sandardisation, architecture
and interoperability

31-03-2020 6 of 69 Public



H2020 CREATE-IoT6 D06 _ 11 208® 0 6 _ Page 7 of 69

3. WORKSHOP SUMMARY

The 3 dakgep iwNaksgating l oT A
Standardso has b e"@o2merusselsoThis Febr
workshop has been organised by the European Commission,
CREATEIoT and the AIOTI.

The slides of presentations are available in &Room of
CREATEIoT andof theloT European Larg&cale Pilot§LSP)
Programme.

3.1 Context of theWorkshop

This very well attended workshop (with an average of oveo BDpersons per day) has included
keynotes, plenary and expert sessions bringing answers to what hascbesedand what
remains to be done by the IoT and DEI La8gale Pilots Pgramme funded under Horizon 2020,
which are team up together to develop significant contributions to piloting European platforms,
data ecosystems, standardisation anehprenative activities.

The workshop was organised in three days with complementacgtop

1 The first day of the workshop was centred around the outcomes of the STF 547 Task Force on
IoT standardisation funded by the European Commission and supported by ETSI.

1 The £cond day focused on the handover of common activities from the 0T LSRS ttus
the DEI LSPs cluster.

1 The third one was centred around AIOTI approaches to address the upcoming challenges to
digitizing European industries.

The event included keynotgdenary and expert workshop sessions bringing answers to what has
been achiezd and what remains to be done by fhiE and DEI LargeScale PilotProgramme
funded under Horizon 2. With the help of the coordination and support actions CREITE
NGIloT and OFEN-DEI, these projects are expected to team up together in order to have significant
contributions to piloting European platforms, Data ecosystems, standardisation-andhagve
activities.

3.20verview of the workshop

3.2.1Day 1 ETSI STF547 Public Dissermation Workshop

On the first day of the workshop, the work was centred around the outcome of the ETSI Specialist
Task Force (STF) 547. The Content of the presentations addfessesk carried out, the lessons
learnt and the main guidelines for the depehent of IoT systems especially in the fields of
security and privacy.

The STF 547, funded by the EC and supported by ETSI, was launched with the intention of
addressing some dhe most important issues that the development and the adoption of IoT
standads are facing, in particular in the area of privacy, security, semantic interoperability and the
availability of standardised platforms.

The workshop gave participants the oppoity to discuss and challengé the guidelines and
recommendations thatT& 547 has developed in 7 Technical Reports (including Teaching
Material on privacy and security) which were discussed during the meeting.

Themain deliverables of the work of ti&'F 547 are the following Technical Reports:
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TR 103 591Privacy study repoiit Standards Landscape and best practices

TR 103 533Security study repoit Standards Landscape and best practice

TR 103 534 Teaching materidl Part 1: 10T Securityand Teaching material

TR 103 5342 Teaching material Part 2: loTPrivacyand Teahing material

TR 103 535Guidelines for using semantic interoperability in the industry

TR 103 536Strategic/technical approach on how to achieve interoperability /interworking of
existing standardized IoT Platforms

1 TR 103 537Plugtests preparation on Semantic Interoperability

E N

In addition, the STF has developed a Special Report:
1 SR 003 68@uidelines for Security, Privacy and Interoperability in 10T System Definition; A
Concrete Approach

This SR is designed as a support for the dissemination of the STF results to a very large audience,
beyond the technicabmmunity (addressed with thechnical Reports). It analyses a list of issues

and provides guidelines and recommendations to all stakeholders involved across the whole
lifecycle of 10T systems.

Some of the questions addressed in the discussions weatoinarfg:

1 How can privacy reglations be supported by standards?

71 Is there anything specific to IoT regarding security?

1 How to enable a wider adoption of semantic interoperability in various industry sectors?

1 Are there available standardised platforms taat reduce the role of progtary platforms in
the development of new l0T systems?

All of the sessions were highly interactive. The work of the STF was presented and followed by
and extensive Q&A session with some of the panellists together with theneedi

The results of the STRave given ample room for the presentation of a set of guidelines that may
be subject to feedbaandto the identification of further work.

3.2.2Day 2 ETSI STF547 Public Dissemination Workshop

On the second day of the workshdme work centred around thertdover of common activities

from the 10T LSP cluster to the DEI LSP Cluster enabling to capitalise on the experience created
and ensured the continuation of work on the
AIOTO working groups.

After threeyears of intensive activity, the 1oT European La8male Pilots Programme projects
launched in 2017 presented their highlights, best practices and the standardisation activities, and
the new DEI LargeScale Pilots projects dmched in 2019 were introduteThe new projects
address the Agirood sector, Energy, Health and Care and Smart Manufacturing.

Parallel breakout sessios (aka World Caféhave beeralso organised addressing topics of
common interest to identify and orgae common work teams foregftoming year

1 loT Data Space, sharing and Conceptual Reference Model

1 loT Data lakes, economics of dateven services and marketplaces

1 10T Security, privacy policy framework

This workshop has been very timely with presentetiof old and new projects,itiw a lot of
emphasis on technology for the citizens and stakeholders across different sectors and the visible
emergence of vocabularies in support. The presentation of such varied projects is stressing the
need to identify beégractices and to share thewound for effective communication within and
across projects, directorates and sectors.

More of the progress will be visible at this year's 10T week in Dublin.
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3.2.3Day 3 EC-AIOTI Workshop: Breaking down the silos for IoT & DEI Standardisation

The Workshop foused on how AIOTI addresses the upcoming challenge for Digitizing European
Industry and what are the approaches on standardization to promote open, active collaborations
and loT/lloT as enabler for platform developments ienadketplaces in the industriséctors.

Challenges like gaps in loT standardization and IoT enabled data marketplaces were also

discussed. In particular the focus was on:

1 Session 1: Digital Transformation:What are the standardization, regulation anccyoieeds
for the successful impmentation of the digital transformation in Europe, considering 5G
deployments among others?

1 Session 2: loFenabled Data Marketplaces: Transformative journey from building
infrastructure to the local enablement of crdesnan marketplaces is underway ass many
domains and geographies; What are the standardization, regulation and policy needs associated
with these loFenabled Data marketplaces?

1 Session 3: Breaking down the technology silos and how the AIOTI approach can address
the horizontal harmonization. This session focused on the work already carried out by AIOTI
on the current gaps in IoT standardization and it addressed the opporturdtiearaers on
leveraging technologies like 5G, 10T/lloT, Al, Robotics, Cloud and Edge Computing as well
as Aubmation and required standards, governance, policy and rules to address the Horizontal
Harmonization.

The conclusion of the sessions and ofwliekshop have been drawn by the EC:

1 We need to find an accommodation between global and local perspectivemyéee some
changes in the partnerships, and to review the standardisation approach, to identify gaps and
react to market trends.

1 The majority ¢ value for the 10T is from cloud. We need to balance the interest to preserve
proprietary approaches and opapproaches. We have more stakeholders to talk to. More
automation at the edge. A larger playground.

1 We urgently need standards at the metadatd &nd not just the data level. We need a mix of
private and public money.
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4. ETSI STF547: GUIDELINES AND RECOMMENDATIONS

4.1 Introduction

Emmanuel Darmois started by presenting an introduction to the work of the ETSI specialist task
force (STF) 547, which laEC funding to develop a framework for loT standardisation that
addresses interoperability across 1oT dom&hs: 547 focuses on (semantic) interoperability, an
enduser centred approach to privacy, and methods and techniques for secure I0T.

The essentlaobjectives are to identify guidelines and best practices, to build a bridge to potential
designers and impleenters of 0T systems, and to provide comprehensive material for
information, teaching/learning, and demonstration with a practical usage atemiempation
perspective.

The task force has produced a coordinated set of deliverables with seven techoitsain&®19,
including two intended for use as teaching materials. A special report (SR 003 680) will be
published at the end of February 20Battpresents a global overview of the technical reports and

is targeted broadly at all stakeholders rather thantechnical and standards experts. The report
covers security, privacy, semantic interoperability, and platforms interoperability. It agkitiess

main issues that stakeholders have to deal with across the lifecycle of 0T systems, guidelines for
straegic, operational and technical aspects, and the major take away messages. It further includes
an analysis of relevant use cases in eHealthrtsimaldings, industrial 10T and critical
communications.

The task force has produced a coordinated set ofedlables withrsevenTechnicalReports(TR)
including two intended for use as teaching matedaatsa Special Report (SR):

TR 103 59Privacy study rporti Standards Landscape and best practices

TR 103 533Security study repoit Standards Landscape and best practice

TR 103 5341 Teaching mateal 1 Part 1: 10T Securitand Teahing material

TR 103 5342 Teaching materidl Part 2: 10T Privacyand Teaching material

TR 103 535Guidelines for using semantic interoperabilitythe industry

TR 103 536Strategic/technical approach on how to achieve interoperability /interworking of
existing standardized 0T Platforms

TR 103 537Plugtests preparation on Semantic Interoperability

SR 003 68@uidelines for Security, Privacy and Interoperability in 10T System Definition; A
Concrete Approach

E N -

= =4

The special report (SR 003 68B) targeted broadly at all stakeholders rather than just technical
and standards experts.alldresses the main issues thtistakeholders have to deal with across
the lifecycle of 10T systemsand providesguidelines for strategic, operational and technical
aspects, and the major take away messages. It further includes an analysis of redecaseUR
eHealth, smart budings, industrial 10T and critical communications.

The STF547 website is dtttps://portal.etsi.org/STF/STFs/STFHomePages/STF547

4.2 Session T Security

4.2.1Technical Presentation

This session, moderated by Antonio Kung (Trialog), was fully dedicated to the issue of Security
in loT systems and to the presentation made by Scott Cadzow of the results of STF 547:
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https://www.etsi.org/deliver/etsi_tr/103500_103599/103537/01.01.01_60/tr_103537v010101p.pdf
https://www.etsi.org/deliver/etsi_sr/003600_003699/003680/01.01.01_60/sr_003680v010101p.pdf
https://www.etsi.org/deliver/etsi_sr/003600_003699/003680/01.01.01_60/sr_003680v010101p.pdf
https://portal.etsi.org/STF/STFs/STFHomePages/STF547
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1 The presentation and discussiohthe nature and the le of Security methoddogies in
particular Security by Design, in the development of loT systemdawdyeneralpurpose
security methodologiesre applicable and how far they need to be modified and complemented
in order to address the specificdoT systems;

The presentatn and discussion of the guidelines proposed by the STF team;

The presentation of the Teaching Material on Secdatyeloped for teachers (in academics or
the enterprise) for training students, designers and all stakeholders wititesgst in
understanding the basics of security in 0T systems

= =4

Scotthasdescriedthe technical reports that have been produced by54TFon security.
TR 103533: "SmartM2M; Security; Standards Landscape and best prdctices

This TR provides an overvievof the standards landscape and best practices for applying
security to 1oT. The report includes:

A simplified security model of 10T

An introduction to the security purposes of 10T as a specialization of the generiseghgty
domain and introduces semof the paradigms used in security analysis, design, and
implementation.

An overview of the regulatory domain as it impacts loT security

An overview of the security ecosystem and identifies the stakeholders in standards
development and development of besactices.

1 An overview of the specific technologies of security that may apply to loT.

TR10353%4-1: A Smart M2M; Teathi @8gcuwmaitttyd al ; Part

1 This TR presents teaching material to allow readers, identified by role, to gain knowledge of
the fundametals of IoT security.The document is structured as a set of annexes each
containing the outline of training material. The more detaiaitting material, in the form of
a set of PowerPoint slides is provided on demand from ETSI

E

T
T

4.2.1.1 What is Security?

The guestion "What is Security?" is very difficult to answer succinctly. In the context of ICT,
where 0T is a specialisation of ICT, secuiigyoften taken to refer to the prevention of various
forms of attack on the system, or elements of the system.

In respect to the main characteristics of IoT Systems: these are often seen as an extension to, and
overload of, existing systems given the @utially massive) addition of networked devices.

IoT systems push for an alternative approach to take account affaessential characteristics of
l o T, however, |l oT should not be treated as

This would appear to adeate for an "loFcentric” view. The concern here is to identify what is
the change in thinking and application, forg#y, that is necessary to ensure IoT is properly and
natively addressed.

Some characteristics of 10T that distinguish it from other diGmains:

1 Stakeholders There is a large variety of potential stakeholders with a wide range of roles that
shape the waeach of them can be considered in the loT system. Moreover, none of them can
be ignored. Many of the stakeholders have dimhted technical ability but considerable
technical responsibility

1 Privacy: In the case of 0T systems that deal with criticabda critical applications (e.g- e
Health, Intelligent Transport, Food, Industrial systems), privacy becomes a make or break
property across the e@ystem. From an I0oT device or service perspective what contribution
does each element have to make?
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1 Interoperability : There are very strong interoperability requirements because of the need to
provide seamless interoperability agosany different systems, ssigstems, devices, etc.

1 Security: As an essential enabling property for Trust and privacy and saéstyrity is a key
feature of all loT systems and needs to be dealt with in a global manner and by default.

1 Technologies By nature, all IoT systems have to integrate across many diverse technologies.
The balance between proprietary and standardisedswutas to be carefully managed, with
a lot of potential implications on the choice of the supporting platforms.

1 Deployment A key aspect of 10T systems is that they emerge at the very same time where
Cloud Computing and Edge Computing have become meamstrtechnologies. All 10T
systems have to deal with the need to support both &lased and Edgleased deployments
with the asociated challenges of management of data, etc.

1 Legacy. Many loT systems have to deal with legacy (e.g. existing connectivitk-doed
systems). The challenge is to deal with these requirements without compromising the "loT
centric" approach.

4.2.1.2 Actors and Properties

Scott then introduced some typical actors in ICT and loT security.

1 Alice and Bob who who want to authenticate themseleeeach other, to communicate in
confidence, to exchange data without fear of it being manipulated

Eve who is an eavesdrogper more generally, the adversary

The trusted '8 party who introduces Alice to Bob and acts as the trust anchor for their
relatonship

T
T

Security deals withauthenticity(how does Alice know that the entity purporting to be Bob is
actually Bob),authority (how can Bob verify that Alice is allowed to perform some operation),
confidentiality(Alice wants to know that only Bob can meehat she saysintegrity (Bob wants

to know that a file hebds received f regravepl i ce
availability (is the system working), and finally, the regulatory framework provided by the
applicable laws.

Scott noed that the terms security, safety and privacy are massively overloaded. Privacy depends
on security: Can private data be nained as private without knowing the identity of the holder?
Is a device an identifier?

He listedthings of interest: assets (wilesystem is composed from and what we want to protect,
assets are presumed to have weaknesses and may have vulnerahitéggs)(what a system may

suffer from), threat agents (used to attack a system), what objectives we need to secure and how,
andthe unwanted incidents that we want to avoid.

4.2.1.3 Design principles

Scott turns to design principles. Security combats risk, wtechbe mitigated in two ways: by
reducing the likelihood of an attack and by reducing the impact of an attack. You can do this by
redesigning the asset to make it less vulnerable, and by hardening the asset to make the
vulnerabilities less accessible. Hakes the case that security systems are fractal in nature, with
the same kinds of branches at each level: confidentiality, itwexgrd availability. The means to
provide assurance varies at different levels, but the intent remains the same.

tiscommont o hear concerns about the cost of des
device in question is considered to be augdy, app or widget. However, to the attacker, the device

is host to a camera, microphone or valuable data, etc. A simiaecois whether it is really
necessary to address regulatory requirements such as GDPR, CSA, NIS and RED. This however

31-03-2020 12 of 69 Public



H2020 CREATE-IoT6 D06 _ 11 208® 0 6 _ Page 13 of 69

is a precondition of market access and failure to comply may mean forcible removal from the
market.

4.2.1.4 Roles and responsibilities

Scott tten talked abousecurity roles and responsibilitieSystem protectiomvolves the least
knowledge model for assuring system @ben, and the data needed to forecast, resolve and
recover; anti-adversaryto identify who gains from system breachesk managementand
regulatory compliancee.g. in respect to technical provisions for GDPR, for the C8keurity
directive, for law aeforcement, support for eIDAS and so forth.

IoT devices may act as security tokens themselves, e.g. RFID tokens and waelesgscloT

devices may act as sensors in respect to analytic and forensic examination of attacks. 10T devices
may assistinideani f yi ng and breaking the attackerds
agents foregulations

4.2.1.5 Standardisation landscage

There is a rich and complex standardisation landscape. This is surveyed in relation to 0T security
in ETSI TR 103 533. Thoughaxperiments can help to underpin security desldne aim is to
thoroughly understand a design, and the potential means for attackers to subvert a system, such
that the Aunknown unknownso are minimised.

1 What tools does Eve have and where could she apghg?

1 What activity of Alice and Bob is Eveying to subvert?

1 What is Eve prepared to do that Alice and Bob cannot, or will not do?

Some related considerations include: what level of knowledge about an asset is available to Eve?
How much time is needed &mcess a system to identify a weaknesstlzemnito develop and apply

an attack? What level of expertise is needed in respect to knowledge of the underlying principles,
product type or attack methods? How much access is needed to exploit a vulnerahgitikiids

of equipment is needed to expltie vulnerability?

Eve may know about the standards that are commonly used for connectivity and interoperability.
Lower cost and wider application of shared capability will give Eve more time to prepare an attack

Eve may find helpful information on loTtitacks on YouTube or thdark web IoT deployments

may involve many devices, thereby giving Eve more chances to experiment and lower cost for
doing so.

Attackers and defenders are engaged in an escalating wagaglttother. Eve tries to stay ahead

of thedefence forces, whilst they try to stay ahead of her. Eve is not inhibited by ethics, morals or
value for money, whilst defenders need to obey the law and any ethical and moral frameworks
their society sets.

4.2.1.6 Secuity and Trust

Good security is expensivbut cheaper than dealing with the consequences of attacks. Good
security design requires a security mindset, and a little paranoia helps! Good code is easier to
review for security, and to fix, than hacked togetlvede. New regulations bring new
consider#ions, e.g. vulnerability analysis and reporting requirements, and a clearseyeity

lifetime declaration. 0T security costs may be amortized over a larger number of units than other
ICT domains.

There need$o be a countermeasure cbsnefit analys to identify the best fit for security
services and capabilities, e.g. for any cryptographic measure there are many unseen costs in respec
to key management and both the infrastructure and device level.
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Trust wnderpins security, and trust in hardwarecoceptually than for software. We can use
hardware as a root of trust, offering hardened security in respect to illegitimate software, networks
and any human adversary.

Trust can in turn be defined as confidenoethe integrity of an entity to fulfil sgrific
responsibilities. Trust is highly dynamic and contextual. This may be described using assurance
levels and elements such as identity, attribution, attestation and ropu di at i on. T
commutative irthe sense thatif AtrustsBandBtruSts t hen t hi s doesnodt i |
Trust is founded on a root of trust, which may involve tamper resistant hardware.

Scott |isted some myths and commonl ydmanor ec
involve various levels of trust. Truis often relative, i.e. you may trust one part more than another.
Trust is rarely symmetric between parties. Trust is dependent on time, i.e. it needs to be
dynamically maintained. The trust of a system tendsitds the level of the least trusted eletnen

A trust anchor fixes the point where trust is spread, e.g. the point where cryptographic keys are
stored. Software is easy to duplicate, but hardwased trust can help to identify the original
from the copyA root of trust and a trust anchor provicee means to determine the provenance of
data: who generated it, who granted permission to allow it to be generated, who wéwot it,
allowed it to be sent, who has access to it, and what has been done tceiittzetored?

4.2.1.7 Certification and Guidance

Swott talked about the PKU model of certification authoritiesstrictly hierarchical approach to
trust. He compared this to webs of trust involving relationships between different entities. This
was later raiseth questiond in principle norhierarchichmodels of trust may be more resilient

to attacks and merit further work.

The consumer 10T document from TC CYBERTS 103 645 ACyber Secu
| nt er net [18]f proVides bagjcsgaidance for the development and manufacturing of
consumer loT devices: avoid universal default passwords, and provide a means for managing
reporting vulnerabilities, and acting on them in a timely manneugirout the lifecyd of
products.

All devices should be securely updateable, and consumers should be informed when an update is
needed, and preferably agree to secure automatic updates. Credentials and security sensitive date
should be stored and commuatied securely. Thetack surfaces should be minimised.

Software integrity should be ensured throsgleure boot from a hardware root of trust. Devices
should detect unauthorised changes, alert the consumer and/or administrator, and enter a lock
down moddo minimise furtherisk.

Device manufacturers and service providers shall provide consumers with clear and transparent
information about how their personal data is being used, by whom, and for what purposes, for each
device and service. This also applieshird parties thiacan be involved, including advertiselfs.

per sonal data I s processed, the consumer 6s ¢
consumers should be provided with access to their personal data at any time.

loT devices and seices should be degmed to recover securely from outages of power and
networks. Where practical 10T services should be able to continue operating and locally functional
in the absence of network connectivity.

IoT telemetry data should be monitored andherad for security @omalies. Transfer of personal
data should be kept to a minimum and anonymised. Consumers should be told about what data is
collected and why.
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It should be easy to remove personal adtan the user wants to remove his/her data, \ilene
is a transfer obwnershipor when the user wants to dispose of the device. This should come with
clear instructions and clear confirmation that the data has been deleted.

Device installation and maintenance should be easy, with minimal steps that ekt security
practices on usability along with guidance on how to securely set up the device. Input data should
be validated. Scott then talked about basic, foundational and organisational security controls for
managing IoT/ICT entities, see figure tet

Basic : Foundational : Organizational

.
7 Email and Web 12 Boundary Defense HE 17 Implement a Security
Browser Protections H Awareness and Training
B Program
H
.
8 Malware Defenses 13 Data Protection

9 Limitation and Control 14 Controlled Access
of Network Ports, Based on the Need
Protocols, and Services to Know

1 Inventory and Control

of Hardware Assets

2 Inventory and Control
of Software Assets

3 Continuous
Vulnerability
Management

H
H
: :

4 Controlled Use HEN 10 Data Recovery 15 Wireless Access H 20 Penetration Tests and
of Administrative H Capabilities Control H Red Team Exercises
Privileges : H

: H
H

.
E 18 Application Software

: Security

19 Incident Response
and Management

5 Secure Configuration for N 11 Secure Configuration 16 Account Monitoring
Hardware and Software on H for Network Devices, and Control
Mobile Devices, Laptops, : such as Firewalls,
Workstations and Servers : Routers and Switches

6 Maintenance,
Moenitoring and
Analysis of Audit
Logs

Figure 1. Basic, foundational and organisational security controls for managing I0T/ICT entities

Basic controls include knowing the physical and logical location of assets and their nature
(software, hardward, i r mwar e, pr o c e seed to khow imavrasset dependentiesu n
are managed and all lIoT devices will require some configuration.

Foundational controls address configuration and reporting aspects for securing entities and
systems, including how dats introduced and deleted, and hdw elements of the system work
together to enable regulatory compliance.

Organisational controls includeaining, pertests and reteams. This includes having people put
themselves in the role of would be attackerglémtify and preempt real attacks.

loT security should involve consideration of the entire system, end to end, including constrained
devices at the edge. Scott then ran us through his Security FAQ, see the STF 547 report.

4.2.1.8 Conclusion

In conclusion, 10T segity is difficult yet essential, Wi attackers having greater access to the
toolkit for exploiting 10T compared to many other ICT systems. Risk, liability and responsibility
is shared across a much greater set of actors. 10T is a catch all term covanyngaomplex
elements, e.g. virtuatetworking, mobility, cloud services, composite services and distributed
services.

4.2.2Q&A and discussion

The technical presentation was followed by a Q&A session introduced by Antonio Kung
presenting a list of questions sttured along the 4 blocks describadhe following diagram
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(2) Requirements for
system risk treatment
(controls)

(1) System risk
analysis

(3) System Risk
treatments (controls)

(4) Assurance of
system risk
treatments (controls)

| Risk source

Type of control

System
assurance

Architecture

viewpoint

Process

[ Rk ]

Dependability

Cybersecurity
framework

assessment

| Consequence

framework

Ecosystem
assurance

Privacy

Figure 2: Questions structured along the four blocks

For each block, he presente(patential)list of questions to be addressed:

Tablel: Potential questions according to black

Systems risk and analysis | Requirements for System risk Assurance of system risk
system risk treatment | treatments (controls) | treatment (controls)
(controls)
1 Method? STRIDE, | 1 Properties? 1 Organisational 1 System assurance?
LIDDUN, TVRA? 1 Integration of controls? 1 Process assessme
1 Consequence? safety? 1 Impact of (CMM)?
Financial, architecture? 1 System of
Organisation, Safety, 1 Lifecycle systems/Ecosystem
Privacy approach? assurance?
1 System of syeems?
Some of the main questions and answers are listed below:
Table 2: Session 41Main questions and answers
Questions Answers

Isn't hierarchical security a juicy target for attackers as once
the centre has failed, thevhole system crumbles? Shouldn't we
be looking are alternatives that are moregesilient and limit the
spread of attacks?

Non-hierarchical is definitely interesting, ar
blockchain is an example.

Can we have further guidance?

You need to take system level perspective

How do we manage system risk and analysis?

This is a questiorof educating people an
ensuring that people have a security mind

What are the requirements for system risk treatment
(controls)? What are the properties? How dowe integrate
safety?

This should be engineering driven.

What about the liabilities whenattacks occur?

Protection insurance is a fallback f
handling liabilities but mustn't be used if
place of good security.
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Pilots?

How do we relate all this to the work in theloT Large Scale | The LSPs are relatively speaking not t

large scale. We need spread the thinkin
based upon the successes in the LSPs.

System risk and treatment controls: What

architecture? what is the lifecycle approach?

organisational controls? What is the impact of thel seen as major step. This requires educati

the| Moving from ICT to loT security should b

and creates opportunities.

through education.

Have you also looked into ways to stimulate different types @ We're mainly focused on standards. We n
stakeholders? One way is throug regulations, another is| to ensuwe that organizations as a whg

understand security. We need to lobby
this.

security?

How will different IoT approaches coexist in respect to| Standards desn't mearuniformity; it rather

means common building blocks. There
lots of ways for acce#ng the Internet, bu
they all work on the same framework. V|
need to realize that there are common g
across similar layers.

involved in 10T to develop the necessary mindset?

In Create-10T, we've worked onthe 10T 3D architecture. How | The multilayer architecture will help addre
can we frame the concepts and procedures to enable peoj the coexistence of different 0T approache

for processes and for systems and ecosystems?

Assurance of systemisk: how do we assure systems? Likewisg You need to provide reasonable (i.g

qualified) assurance. Unfortunately, ma|
people mistake this for absolute assuranc

Before the session came to a close, RamenschneidefEC DG ConnectUnit E4) notes that
people are building systems independerghgwe have toensure that they think in terms of

system of systems

4.3 Session 2 Privacy

4.3.1Technical Presentation

The session was moderated by Pasgiéaeicchino (Archimede Solutions) and presented by

Jumoke Ogunbekun for the STF 547.

Pasquale introduces the sessind notes that Sebastian Ziegler will present tomoribwe
common work of the 10T LSPs, CREATIET and U4loTon ii EBrsonal data protectionrfdoT
deployments lessons learned from the European large scale pilots for thie 1o [$1§ that
bearanany commonalities with the work done byF547.

Jumoke has presented a description of the privacy work in STF547 based a human centric approach
to privacy in 10T. The STF has published two reports:

1 ETSI TR 103 591:ddressing the standards landscape and best prddfices

1 ETSI TR 103 534L: presenting teaching materjél

4.3.1.1 Privacy

Jumoke introduces privacy as the ability of anvidiial to be left alone. This concept overlaps
but doesn't coincide with the concept of data protecterdistinguishes between physical privacy

(e.g. of oneds home)

a n dn aboutfolmeself) aThd right ta privapyr i v a

is enshrinedn the Universal Declaration of Human Rights (Article 12) as well as in the European

Convention of Human Rights (Article 8).
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Special
Non-Personal -
Categories
. o Y - -
’/Non—ldentlﬁable data, which 4 A / inf . lati A
has never been labelled Any information relating to An\.i[;n o.rfr.nztlon.crle at.lf[lgbtlo
with individual identifiers , an identified or identifiable a_"(;_ ‘5_‘3“ 'Ie h"r.' entifiable
to which no specific individual ndivi u? thatis sensitive
\_individual can be identified ) S )\ In nature )
Vet e  Examples /Examples ™\
.. , + Racial or ethnic origin
* Hours worked * Individual’'s name .
. * Data concerning health
* Weather * Date of Birth »  Sexual orientation
* Number of Employees * Postal Code + Religion
* Anonymised data * Online identifier y, * Political beliefs
\_» Biometric/genetic data /

Figure 3: Personal Data categorisation

Personal Dt is defined as any information relating to amided or identifiable natural person

(‘'data subject’); an identifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identification number or to one og factors specific to his physical,
physiologicalmental, economic, cultural or social identity of that natural person. GDPR provides
separately for special categories of data, namely, genetic data, biometric data and data concerning
health.

4.3.1.2 Categories ofpersonal data

Three categories of data: npersoml (e.g. number of employeeg)ersonaldata (e.g. date of
birth) and special categoriés.g.racial or ethnic origin, sexual orientatiaejigious affiliatior).
This was followed by amverview of GDPRalong with some examples privacy scandals
involving Facebook (Portal) and Amazon (Alexidpn-EU organisations are subject to GDRR
they offer goods or services to EU residents or monitor the behaviour of EU residents.

Examples of personal data presig in (gathering, recording, amendments), d@®rage,
structure, organisation), out (use, analysis, transmitting, extraction and profiling). GDPR defines
processing as any operations on personal data whether it is automated or root)eetipn,
recording, organizing, structuring, storage, adaptalteration, retrieval, transmission, erasure or
destruction

4.3.1.3 GDPR: roles, rights

GDPR talks about profiling and automated decisions involving the processing of personal data to
evaluate certain persdraspects relating to a natural person, in ordpredict aspects concerning

that natural person. Data has to be personal, automated and some form of evaluation must take
place.

Roles within GDP, e.g. data subject, data controller, data protectionrofdé®O) and data
processor. In addition, third pee$ and supervisory authoritiésat monitor and enforce the
application of GDPR with the aim to protect the fundamental rights and freedom of natural persons
in relation to processing and to facilitate firee flow or personal data within the Europeailn

Six principles covering how data is processed:
1 Lawfulness, fairness and transparency
1 Purpose limitation

31-03-2020 18 of 69 Public



H2020 CREATE-IoT6 D06 _ 11 208® 0 6 _ Page 19 of 69

1 Data minimisation

1 Accuracy

1 Storage limitation

1 Integrity and Confidentiality

Six reasons for whglata is processed:
Consent

Contract

Compliance

Vital interest

Public interest

Legitimate interest

DPR provides rights for individuals:
Right to be informed
Right of access
Right of rectification
Right to dateerasure
Right to restrict processing
Right to data portability
Right to object
Rights in relatiorto automated decision making and profiling

SAAAAAAA A 0) A=A

Some novel aspects of GDPR include privacy by design, accountability, consent management,
data protection impact assessment and data breach notification

Procedures are required for reporting data breacleea breach of security leading to accidental
or unlawful destruction. Loss, alterationpauthorizeddisclosure, access to personal data
transmitted stored or processed.

4.3.1.4 Privacy and security

Privacyand security are separate concepts, but privacy depeadsegqurity. Five principles for

privacy by design.

1 No personal data by default principle: avoid personal data collection or creation by default,
except where, when and to the extegjuired.

T 6AIsf 6 principle: desi gn -ifahed wilepnogessnpersonal data, T e
now or in a later phase.

71 De-Identification by default principle: delentify, sanitise or delete personal data as soon as
there is valid legal basis ampre.

1 Data minimization by default: only process data where, when ari textent required, and
delete or dedentity other data.

1 Encryption by default principle: encrypt personal data by default and include digital rights and
digital rights managemerntéreto.

Recommendations for reinforcing the role of human users, anaguitivacy concerns at the
heart of 10T, and as the users and beneficiaries of 10T. lllustration of GDPR roles for ambient
assisted living in smart homes.

4.3.1.5 Privacy and standardisation

STF 547 work showed that there doesn't appear to be a need for newdstabpdiarather a need
for better guidance.
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Jumoke talked about privacy in the context of the oneM2M architecture. the oneM2M Privacy
Policy Manager (PPM) architecture is a distrémiauthorisation privacy protection architecture

that takes into considdra on t he userdés privacy preference
stores the access log, and keeps track of data that was collected. The PPM can store access contrc
policies and with a PPM portal it can give the data subjects the ability to coafibair preference.

He talked about how GDPR principles apply to the PPM design support.

4.3.1.6 FAQ and key takeaways

The report addresses some FAQ and formulegggakeaways:

1 The requirenents set under the GDPR are mandatory.

1 The effective protection of privj@and (personal) data protection, within the 10T environment
requires appropriate technical and organizational measures.

1 The implementation, monitoring and optimisation of measareso be planned and taken in
advance during related data collecting adatocessing and data management pertaining to the
life cycle of the respective I0T ecosystem.

1 The GDPR further requires organizations not only to be able to ensure, but alsiveéo del
documented and continuous proof of appropriate levels of compliashened in the GDPR
as: accountability on a continuous basis.

1 A holistic approach of IoT would presume the engagement of all loT stakeholders and would,
therefore, possibly, increashe likelihood of their wide adoption and actual implementation.

1 GDPR g¢rengthens the role of standards without necessarily dictating the creation of new
standards.

1 The STF547 work showed that there does not appear to be any new standards or regulations
needed with respect to privacy.

1 The effective use of existing standardsl aegulation in a circular manner would seem to be

sufficient to maximize the possible resulting benefits.

The oneM2M architecture is an example of demonstrated Privacy desigii fystem

Compliance with GDPR s-tickingéxdric sed obbua mbopal

effective protection of personal information in reality.

= =4

4.3.2Q&A and discussion

The Q&A session was moderated by Pasquale. Hamand Jumoke haweought most of the
answers on behalf of STF 547.

Table3: Session 2 Questions and answers

Questions Answers

Dave Raggett outlined that the Web focuse| We see shifts happening as well, with centralized models g
on tracking people for targeted advertising.| way to nore distributed approaches that give users n
He wantsto turn that on its head andfocus on| control. Cites work on distributed dentifiers. Consen
pull based approaches in contrast with the management and ways to help users with that. Potential rq
push-based model inherentin advertising. | Al.

This is especially relevant to the IloT,
particularly in respect to home healthcare.
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Dave Raggettis organising a W3C workshop
on pull based approaches to privacypased
business models for later this year. This
emphasises user control over personal dat
and release to pull based services as neede

HarmJan: we want to encourage data sharing and pri
friendly business models.

Jumoke: we need to make consent a lot clearer on paugie
are consenting to.

A further aspect is that users find it hard to
deal with details of privacy management, and
that this can be delegated to a third party
based upon assessing user's attitudes i
inferred by his or her behaviour. He hopes to
involve the STF in the workshop given its
expertise. Today's click through consent ifar

from the answer

The challenge is to mandate/encourage a positive approac
drives new services?

A shift from free ad-based services
necessitates differentbusiness models. Thig
will need ease of use for end users as a ki
aspect.

What about opportunities in smart cities? Harm:-Jan: smart cities have plenty of opportunitiggescrole
of living labs. We may need a global approach to avoid hal

a proliferation of silos.

Pasquale: smart cities are a global battle ground for priva
other egions around the world have different value syste
cites fears around face recogmit in public spaces.

As a conclusion to the discussidfranckBoissiere(EC DG ConnectUnit E4) mentions that
further legislative works under consideratiorbay 2s workshop will be very interesting and in
line with what will be announcealy the Europeaommission

4.4 Session 3 Semantic Interoperability

The session was moderated by Dave Raggett (W3C) and presented by Michelle Wetterwald and
Khalil Drira for the STF 87.

4.4 1Introduction

Dave presents a few introductory slidswrtingwith alist of background reports from ETSI and
AIOTI WGO03.

1 ETSI SR 003 680 SmartM2M; Guidelines for Security, Privacy and Interoperability in 10T
System Definition; A Concrete Approafin]

ETSI TR 103 535 SmartM2M; Guidelines for using semantic interoperability in the industry
[7]

ETSI TR 103 537 SmartM2M; Plugtests preparation on Semantic Interopgrggjil

AIOTI WG03 Semantic Interoperability for the Web of Thing816)[13]

AIOTI WG03 Semantic IoT Solutions: A Developer Perspective.(81x19)[14]

AIOTI WGO03 Towards Semantic Interoperability Standards based on Ontologies (Oct 2019)
[15]

Hethenintrod ced W3 Cb6s Web of Things. The 1 oTd us f
standards. This is holding back the potential by increasing costs and risks, which runs contrary to
the aims for a digital single market across the EU.

T

E

The Web of Things is an atvaction layer for digital twins. These are locally exposed to client
applications as software objects with interfaces involving properties, actions and events,
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independently of the physical location of the I0T device, and the communication technategies u
to access it.

Things areassigned a URI as an identifier for metadatg ttescribes the kinds of things, their
object interfaces, and the context in which they reside

Communications metadata used to inform client platform how to access aJ®®gLD is used
as a popular serialisation of RDF

This shifts the focus from To protocols to ontologies for things and requirements for open
ecosystems of services.

Companies want to differentiate their products from those of their competitors, addréss
varying customer needscrossa product line with varying features (maxaimg profit across
different kinds of customers)

Client applications want to easily work with IoT devices from different vendors and across product
lines from same vend@andto take advantage of features beyond lowest common denominator

This requires he consideration of how to describe capabilities in a flexible, modular ivaiso
means that the initial ontology is likely to be found inadequate need to ensure thateoad
range of stakeholders are involved in work on standards

He listed some q#ions relating to semantic interoperability:

What is it and why does it matter?

What is the relationship to the Internet of Things?

What is the relationship to Al amdachine learning?

How to test for semantic interoperability?

What are we (i.e. you) dajnto help this?

How is semantic interoperability supported by loT platforms?

Do we need semantic interoperability in loT platforms?

What are the benefits of implemarg semantic interoperability in 10T platforms?

To what extent semantic interoperalildan be implemented in IoT platforms?

Can semantic interoperability be implemented for any 10T platform?

Is there a reference model for semantic interoperability?

What are the main interoperability issues due to the lack of a common semantic data model
loT platforms?

How can semantic interoperability between two 10T devices, platforms or applications be
assessed?

A=A _-4_-9_9_-9_4_°5_-°5_-°_--°

=

4.4.2Technical Presentation

The work of STF 54Tvaspreseneédby Michelle and Khalil It has addressed the general analysis
of Semantic Intengerability (done in TR 103 53F]) and the specific issue tdsting Semantic
Interoperability (analysed in TR 103 5).

4.4.2.1 General analysis of Semantic Interoperabity

4.4.2.1.1 Introduction to semantics

Michelle shaved the following figuréfrom the AIOTI WGO03 white papgregarding the possible
approaches to data modelling.

The scope of the STF work was on interoperability by standardisation for the most part.
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Arbitrary Core Core Mapping between
Information Information Information Platform-Specific
Models Model Model with Extensions Information Models

O-----0-----0O O O O O

Arbitrary Multiple Multiple Pre-Mapped
Information Models Pre-Mapped Core Best Practice
+ Domain-Specific Models Information Models Information Models

Interoperability

] by chance

by standarization

[ed by mapping

Figure 4. Possibleapproaches to data modelling (Source: AIOTI WGO03)

Thereare severgbotential optionsglossary, dictionary, taxonomy, thesaurus, topic map, metadata
repository, microformat and ontology. Ontologies include concepts, amgatinstances and
axioms used to constrain valué&ipper ontologies model common relations and objects that are
geneally applicable. Domain ontologies model concepts belonging to a specific domain, e.g.
buildings, energy and environment.

There are manyxisting ontologies that have been developed in European projects, by industry or
standards development organisatiomng,. ETSI SAREF, oneM2M, W3C SSN, NGID, and
OPGUA. Examplesare showrfrom the ACTIVAGE project and the ETSI/loneM2M work on
mapping tle oneM2M base ontology to the SAREF ontology.

4.4.2.1.2 Semantic Interoperability i why is it necessary?

How semanticgansuppat interoperability

1 Interworking Proxies for cros®chnologies interoperability

{1 Standardised resource structure and $JRhd common seices APIs for crosslomain
interoperability of standardpecific platforms

1 Mapping for crosslomain, crosstandardnteroperability

The followingroadmaypcan be definefbr agreements on interoperability
1 Prior agreement on generic basic data models

1 Richdomainspecific data models

1 10T upper ontology models

1 Domainspecific elaborated ontology models

The interoperabilityayer stackhas to be supported by differeaygproaches
1 Organizatiorand process alignmentBPM and process coordination
1 Semantic aligmenti metadata and ontologies

1 Technicali syntax, interaction, transport

Someexamples obntologies: W3C/OGC SSN, WI30GC IoT Lite, VTT IoT ontology, FP7
Spitfire, 10T-O, ETSI SAREF, and the oneM2M base ontology.

How do we enable data interoperabilitytWeen devices and applications without prior
agreement? Can we support generic interworking and automated managedemntes? Ideas
for semantic based discovery/matching and binding of devices and apps. The use of reasoning to
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infer new knowledge fromatts. Better monitoring and understanding of the surrounding
environment. Smart decisions to dynamically adapt togdsm the environment.

Someideas for selconfiguring 10T devices:

1 Monitoring T runtime discovery of devices and updates to the ontatesgnce

1 Analysingi applying semantic rules to find relevant matches between devices and actuators

1 Planning i querying the ontology instance to find service operations of the matched devices
to create actions

1 Executingi convert actions to protocol meggag (e.g. HTTP), and create any required device
subscriptions on service platform

4.4.2.1.3 Achieving Semantic Interoperability

Michelle and Khalilbothdiscussed interoperability in terms of an eHealth scenario, before listing

some considerations for achieving seic interoperability:

1 Necessity to provide rich resource and data description models to understandi®.gf un
measurements) and interpret data exchange and service requests (e.gao@rERriapping
of abstract to concrete data values or resounstamces)

1 Consider the tradeff between higHevel semantic interoperability requirements and other
scenariespecific NF constraints such as security and privacy enhanced by processing data
close to its producers.

1 Consider different levels of richness the data representation models to be able to adapt to
device constraints or cloud powerfulness during imfeeerules execution.

1 Avoid defining models from the scratch and give priority to reuse of existing and standardized
models (e.g. standardized omtgies: SAREF, oneM2M Base ontology) when defining new
specialized models.

These points were then discussedeiation to 0T based mission critical communicatidog.
communications and systems must comply with the stronger requirements of emergeoeg serv

Safety organizations need to receive guidelines to prepare their deployments in the safest manner
possble across the different services involved (police, firefighters, me@ical,loT devices may

not be able to exchange data with service platéoand applications because they were produced

by different manufacturers or provide8ystem may fail becae 0T device emergency data not

being decodable / understoodack of valid data syntax and semantics may prevent data
interpretation in the recéing system (e.g. data is out of accepted range)

4.4.2.1.4 Industry adoption of Semantic Interoperability

The next seabn of the talk addressed adoption by industry and guidelio€sservice providers
are faced with heterogeneous and vergpacific installations

Centralized management of 0T solution often forces the owners to go through costly replacements
to adopt nono-vendor solutionsinstallation of new equipment requires costly system integration
because devices are often designed to communicate witficppglications only

There is no uniform manner to access and filter the huge amounts of datasetsgbatmted.
Huge amounts of data are generabed never get anasgd and usedoT systems remain isolated
from their surroundings and environmg@sulting in poor or neexisting synergies

Industry can benefit from semantic interoperability in a nuroberays:

1 Continuoussolution integration/operation: Quickly plug and play new equipment, networks
and services in a cesfficient manner and withut disturbing the ongoing 0T system
management operations.
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1 Efficient data exposure: 10T devices generaigehamounts of data. The exposure of these
data sets through modern APIs enables proliferation of new services such as situational
awareness, engyefficiency, preventive maintenance and smart data.

1 Centralized management of heterogenous IoT infrasteic@liows increased efficiency by
setting global policies, quicker reactions and optimized decisions across all buildings. It also
brings down opet#&nal costs thanks to a single software set.

1 Wider integration allows the IoT system to give rise to filegrated solution supporting
mass scale deployment in multiple domains.
The 10T system stops existing on its own and starts to interwork wigh ognticals.

Possible approaches to integration include:

1 Manual file export and import: simplest methoéxport the data to a file and import the file
into the target system.

1 Extract, Transform and Load (ETL): copy of data is extracted from a sotlren,
translated to match specific format and loaded into the destination system.

1 Pointto-Point integration (P2P): adoc connections between applications for near real time
processes such as monitoring, alerting or triggering. As the nuwhhpplications increases,
it becomes unmanageable.

1 Enterprise Service Bus (ESB): habhdspoke approach in place of many poitttpoint
connections. Acts as a central broker, accepting messages from one application and sending
messages to another applioatthrough near real time communications.

1 Integration Platform as a Service (iPaaS): dsendly dashboard for designing and
maintaining connections and integrations, monitoring results and resolving errors. It comes
with a broad array of applicatiome technology connectors.

1 Semantic interoperability platformt enables heterogeneous devigesl applications to
understand exchanged data and system specification in a similar way, implying a precise and
unambiguous meaning of the exchanged information

Some market drivers for semantic interoperability:

1 Enhancing existing services: Vendors msstproactive to promote the early introduction of
semantic to their customers

1 Providing new services: The adoption of semantic resulted from new user requ#eneh
as contexawareness, collaboration, data sharing and automation required todaystriaid
areas including smart cities and industry 4.0

1 Public policy support: Many companies indicated that public sponsorship for the projects and
proactive roés of standardization bodies led to increased focus on semantic and its adoption
and become ariying force for innovation diffusion

1 Wider integration allows the IoT system to give rise to fully integrated solution supporting
mass scale deployment in mplé domains. The IoT system stops existing on its own and
starts to interwork with other vertits

Some corresponding market inhibitors:
1 Lack of familiarity with semantic
o Often immature supplier technology, weak development capabilities, insufficiency of
experts and culture issues in industry.
1 Lack of killer applications and successful cases
o Killer applications and successful cases as guideline for the successful adoption of the
semantic adoption.
0 Users want to demonstrate systems or predict test rémitise they adopt the semantic
technologies.
0 Suppliers are suffering from problems regardingndestration, observation and
verifiability of the system.
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1 Complexity and immaturity
o Many developers feel that semantic is complex to understand in terms pplitsagon
process.
o Complexity makes developers feel uncertain about the result of semaitmad
o Low opinion of the maturity level of Semantic tools as a result of the perceived gap between
academic and industrial perspectives.
1 Uncertainty regardingcalability and performance
o Current semantic reasoning systems have difficuttiesessing largscale data.
o Lack of technology standards and tools supporting project development, difficulty in cost
projection and quality assurance.
1 Difficulties to percéve immediate value
o The potential value of a new technology is associated witpdhseption of its benefits.
Semantic interoperability is a long process.
o0 Service improvement should be expected in the-lond future rather than immediate
increase in pradctivity.

Challenges for use of ontologies:
1 No generally acceptedpper ontologyn use today
0 Upper Ontologies are difficult to design compared to domain ontologies because they
describe our consensus realdyd the concepts they define are more abtstrac
0 The skillsets needed to design Upper ontologies are different from domaiogoego
1 Many fragmented niches of knowledge
o There are many niches of knowledge containing tens of thousands of class definitions that
are still relatively limited in theiranceptual breadth, depth and resolution.
o Today, most vertical domains have yebtomodelled ontologically.
o Domain ontologies need to be made public and connected together so that they can be
normalized and mapped to one another.

1 The ontology integrationightmare

o It seems easier for developers to develop new ontologies from scutitteb, quite hard
to make them compatible with other existing ontologies.

o In theory, we should be able to integrate all ontologies together, however the task of
actually dang such integration is difficult in practice.

o Difficult to express the similarityand difference in meaning between concepts,
relationships, attributes and their constraints.

o The complexity of ontology integration increases exponentially to the numbencépts
being integrated.

4.4.2.1.5 Guidelines

Some strategic guidelinésve been proposed by the STF
1 Decide adoption and promote it
o Proactive attitude in analysing trends or technological features and a determined will for a
successful introduction is required
0 Experts must persuade internally their department heads solaeany conflict with
managers who have a negative opinion of the semantic
71 Invest in communication and training
o Provide educational programs for developers who do not have enough umtiegstar
knowledge of semantic and persuaded thepatticipate in the programs
o Communicate with sales and train them is essential to overcome their knowledge gap and
can align the capability of the semantic with the needs of customers
7 Outline expectatin upfront
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o There is a gap between the user perspeeipecting substantial performance and that of
supplier recognizing some limitations due to the early stage nature of semantic.

o The gap resulted from the frequent promotion that the reasoning engieeatzde fantastic
services that are not possible hvéxisting technologies such as database and data mining.

1 Promote success and expand diffusion

o Even though semantic is adopted, further efforts will be necessary to make it easier for the
system to gedlisseminated in an organization.

0 A stage model of tédmology diffusion consists of initiation, adoption and acceptance,
adaptation, routinization, and infusion.

And some technical guideliness well
1 Use an upper ontology
o Provide a common ontological foustibn for semantic interoperability across domains
(e.g. oneM2M base ontology)
o High-level compatibility and plausibility check for domain ontologies and their semantic
integration.
o Fundamental concepts defined by upper ontologies cover space and tegeriea and
individuals, processes, etc.
1 Reuse exigng domain ontologies
o The ability to effectively and efficiently perform ontology reuse represents a potential
solution to the problem of standardization.
o Itis more cost effective to build an ontologgusing existing ontologies than fraoratch.
o Reusing an ontology is far from an automated process, and instead requires significant
effort from developers and experts.
1 Insert ontologies in the development process
o During the proof of concept phase, theed for semantic interoperability istmecessarily
visible.
o If not initially adopted, semantic interoperability becomes extremely costly and almost
impossible to integrate properly in the future.
o0 Semantic interoperability in general and ontologiesartipular should be inserted at an
ealy stage in the development process to ease the mass scale deployments of 0T systems
and avoid vendelock in.

4.4.2.1.6 More specific answers and futuredirections

1 Semantic interoperability in IoT platforms is considered aste@ towards further global
interoperdility as required for different domains including industrial 10T, and smart cities.
These requirements of interoperability are considered as priorities in Europe. For more details,
see: ETSI TR 103 535 Sections: 613.2.

1 Semantic interoperability proeds by extending the platforms interworking by providing a
common data (and resources) representation model allowing platforms and associated
applications to have an unambiguous understanding of the meaning of prbdxcednged /
stored data (and the derlying resources such as the sensors / actuators producing / consuming
such data). For more details, see: ETSI TR 103 535 Sections: 6.1, 6.3.2

1 The benefits of implementing semantic interoperability in 10T platfonolside extending the
technical interoprability at the communication level and allowing efficient operations on data
at the level of platforms and intelligent exploitation by applications. A further benefit is to help
machinelevel decisions by automateeasoning based on inference rules.: &1 TR 103
535

1 The choice of the level of interoperability to be adopted and the technique to be implemented
can be constrained by the computation and the communication capacities -éffitzeteeen
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the richness fathe model and the constraints of iitgsplementation should lead to the choice
of the appropriate approach and technique to be adopted. See: ETSI TR 103 535

1 Semantic interoperability can be implemented for any IloT platform with more or less
powerfulness n the exploitation depending on thenstraints of the platform and the
requirements behind implementing semantic interoperability. Different levels of
interoperability are considered, and different solutions are associated. See: ETSI TR
103 535

1 Severaliftiatives are addressing reference misdor semantic interoperability. Some of them
high level rich models such as oneM2M Base ontology and ETSI SAREF ontology. Others
provide more basic models for REST APIs such as the IPSO data model. See: ETSI TR 103
535

1 Some questions relating to sertiamnteroperability include: the lack of a common semantic
data model in 10T platforms. There are no common methods to share, process, analyse the huge
amounts of datasets generated by I0T devices. This hinderstgeneaseful information and
sharing véuable knowledge for different vertical domains and cids®ains applications. The
e-health domain is an example.

1 The assessment of semantic interoperability should be based on the adopted interoperability
approach. br each case, ranging from scheb@esel to ontologydriven approaches, a specific
assessment model is to be implemented. See: ETSI TR 103 537

4.4.2.2 Testing Semantic Interoperability

4.4.2.2.1 Approaches

Different approaches teemantic interoperabilitynclude: SAREF andits extensions for the
different verticals oneM2M approaches, for example base ontology, FlexContainer resources,
Smart Device Templat, and W3Co0s Web of Things.

Interoperability involves different capabilities: exchange of meaningful, actionable infonnat
shared understandj of the exchanged information, and an agreed expectation for the request and
for the response to the exchange of information.

To support thiswe have:ontology managementor the acquisition, storage of the ontologies;
instantiaton mapped to the nodetd structure; ontology updateut not yet dynamically and

data managementto generate a request, understand a request received, understand a gap in the
ontology (missing information), generate a response.

4.4.2.2.2 Scenarios

Test configurdons include:

1 SingleloT platforms that connect multipbpplications.

1 Multiple IoT platforms using the same ontology, with platform to platform information
exchanges; and

1 Multiple IoT platforms using different ontologies.

Another scenario considerseticases involving interorking with semantic unaware systems. In
this situation, data can be augmented with semantic metadata before being transferred further.

The recommendation is to do so at the border of a system rather than internally. This &so appl
when there is a nddo map data and metadata from one ontology to another.

Testing involves reaching an agreement across stakeholders on the scope and objeiestes for
andpreparing a test framework that can exercise all relevant aspects, &mcmsthe ability to
correctly process good data, and to reject badmketsing through the specified interfaces.
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A methodology is needed for test reporting
mappings.

4.4.3Q&A and discussion

Table4: Sessbn 37 Questions and answers

anddtessaryfor updates to the ontologies and

Questions

Answers

We are confronted with the challenges of making
semantics easy to understand

This was the core of the STépproach, hence th
guidelines provided.

Shoul dnot we
rather than data management?

consi dgenment

Georgios: it is important for understanding which d
should be open, what the business models are for
exchange.

What you have shown is what we've considered in
the last three years. | would have liked to see what
likely to come in the future, e.g. Google's emphasi
on knowledge graphs, and what the challenges ai

Actually, the STF was more tasked to looklet state
of-the-art and how it can be adopted as such by
industry. While the indstry struggles to adopt Sl, th
research community is continuing its work. Some ¢

around scalability? may actually simplifythe current issues. An example

the use of Al for mapping @ologies.

If you need to convert data, how can you makg
knowledge itself interoperabke? Al would be some
help here

The research community looking at this.

Can we start with existing standards on paper and This iswhat we have done in SAREF.

transform them into ontologies?

4.5 Session 4 Platforms and Interoperability

The session was mogged by Georgios Karagiannis (Huawei) and presented by Emmanuel
Darmois for the STF 547.

4.5.1Introduction

Georgios presents a few slides by wayntfoduction, starting with a higlevel definition of the

idea of an 10T platform as considered by the IoT paem Platforms Initiative (IcEPI). an 10T

Platform can be defined as an intelligent layer that connects the things to the network and abstract
applications from the things with the goal to enable the development of services.

An loT platform facilitatecommunication, data flow, device management, and the functionality
of applications.

The goal is to build IoT applications within an IoT platfoframework
The AIOTI WGO03 high level functional model of 10T platformsfinesthree layers

1 Application layer that contains the communications and interface methods used in process
to-process communications

1 10T layer that groups loT specific functionsuch as data storage and sharing, and exposes
those to the application layer via interfaces commonly refeorad Application Programming
Interfaces (APIS)

1 Network layer that provides services which can be grouped into data plane services, providing
shat- and longrange connectivity and data forwarding between entities, and control plane
services such as locatipdevice triggering, QoS or determinism
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4.5.2Technical Presentation

The major point addressed by the STF 547 work on Platform InteroperabiitgigT platforms
meant to be largely proprietary or is there room for standardised platforms in supportef grea
interoperability?

TheETSI TR 103 5368] published in December 2019 provides a strategic technical approach on
how to achieve interoperability/interworking of existing standardized |oT Platformeasdaindsse

the following questions:

What is a platform and what are the relevant ones for 10T?

Whatare the main requirements of Interoperability and Interworking?

How these requirements drtdfilled by typical platforms.

How those elements afe@lfilled in specifc sectors such as Industrial 10T.

Which recommendations can be made for an effectivetsmteand usage?

E R

The essential objectives are ttentify guidelines and best practicesmd to builda bridge for
potential designers / implementers of loT systems

4.5.2.1 Platform Interoperability

In more detail, the repostarts with an analysis of platformtéroperability in the context of 10T,
including roles, reference architectures and guidelines. It provides an overview of the landscape
of 10T platforms, and the sttegic and technical approaches to interoperability, along with
associated frameworks.flirther addresses industrial 10T from the platform perspective.

loT platforms address challenges such as:
Flexibility, versatility

Semantic Interoperability
Flexibledeployment models

Open and efficient implementations
Non-functional properties (latencgic)
Security

Privacy and data confidentiality

=4 =4 -4 -4 -89 -9

4.5.2.2 Platform Classification

The report considers several dimensions for classifying loT platforms: scope and breadth,
opemess, origin and governance, ecosystem and maturity.

Table5: Platform advantages and drawbacks

Type Advantages Drawbacks

1 A standard platform makes th
platform a commodity.
9 Competition on the platform is ng

SDO-based No dominant stakeholder

Open source implementation availability
No dependence from a single company suitable for the providers, wh

Formal testing suited available prefer to invest and focus on the I¢
Globalcertification program available services.

Suitable for all the 10T services in the differg
region of the world

Strongly focused on interoperability
Strongly focus on integration of existin
technologies

Global standardizatio

Competition on the platform is suit&blor the
users who reduce the associated costs.

= =) =) =) =] =

= =

= =
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i Few of them are focusing o
platform interoperability, while
more are focused on protocol a
devices, so integration effort
expected to be still predominant.

SSObased 9 There is usually amcosystem of stakeholdg
representing the whole chain.

1 Open source solution often availab
especially on device and gateway side.

1 Some have certification programs. . {1 There will be a certain dependen
I Some have global presence, even in vert " ¢ specific ecosystem.
sectors.
OpenSourcebased | No dominant stakehotd. T Qoyer LY [EE1ES O .requwemen'tg.
. 9 Limited focus on interoperability
1 Proven high TRL (e.gTRL-9). B -

9 Cover only parts of manufactuse
requirements.

9 Need to be used i conjunctioritiv
other interoperability standards.

1 May allow for specific extension
by individual manufacturers.

Industry Groupbased| § Usually reflect the needs of vertical sectiong
the industry.

9 Usually well thought and helpful for th
implementation of some interoperability
interfaces.

1 Sometimes no alternatives, either becausq
extremely widespread acceptance or beca
they are mandated by regulations in speg
areas.

Three 10T software stacks: constrained devices, gateways and smart devices, and loT cloud
platforms. Challenges suchféxibility/versatility, semantiénteroperability, flexible deployment
models. open and efficient implementations, -hamctional properties, e.g. latency, security,
privacy and data confidentiality.

One issue isdw to find a way through the jungle offigplatforms, as identified by URlY-IOT,
IoT-EPI, the European loT Large Scale Platforms (e.g. ACTIVAGE and AUTOPILT)E)OT-

EPl hasproduced a white paper with over 360 IoT platforms globally, with over half developed
by loT startups However, thouglhere have been many architectufer 1oT platforms, there are
many that are now left on the graveyard.

4.5.2.3 Standardised platforms

Standardised platforms have some defining characteristics:

1 Their origin: SDO or SSOs; Open Source

1 Some structuring elements: Regénce ArchitectureSet of suppded protocols; Set of
interfaces or Reference Points.

Examples of standardised IoT platfor(asalysed in more details in the TR) areM2M, Apache
and OCF.

In order to deal with interoperability, platforms havel&al with (all or part) of levels:
1 Techical (e.g., communication protocokic)

T Syntactical (e.g., JSON, XML, ¢&)

1 Semantic (e.g., oneM2M base ontology, SAREF, SSN)

1 Organisational (g., the EIF guidance for interoperable digital services.

The loT commuity has worked on:
1 Technical approachesich as the IoT, Web of Things, Semantic Web of Things.
1 Frameworks such as AIOTI, SAREF, EIF.

4.5.2.4 Industrial IoT as a case study

Smart manufacturing is central to digital transformation of industry. Indudiiates, sensors,
actuators, automated machiraasl equipment, robots etc.
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Communications backbone for data to flow throughout a factory. Support for business processes
including supply chains and opportunities for improving efficiency. Fine gramfedmation on
energy consumption.

Challenge to provie better access across the different layers of an enterprise: field level, PLC,
SCADA, MES and ERP. The current layered model (IEC 62264) is sthigharchicaland acts
as a brake on innovation, taking tomg to implement changes.

[IoT is a major busiess segment, but tough due to requiring massive and effective integration of
data analytics, optimisation when integrating things, devices and networks, and integration with
legacy systemd here is adng ist of areas where 10T benefits are expected.

[1oT shows sme contrasts with other IoT domains
1 Differences with traditional Operational Technology (OT)
o More effective data collection capability, from the point of view of costs, speed and
scalability.
o Ability to federate heterogenous data sourcesudicl IT data bases, thus helping to
reduce silos fragmentation.
o Ability to communicate across Factory and Enterprise boundaries.
o Offering single point of access for analytics to all federated data.
o Better, nore flexible and suitable for setbnsumption dols for data visualization are
expected by users.
9 Differences with consumer loT
0 Lower number of end nodes.
o Higher frequency of data acquisition.
o Higher volume of data managed.
0 Need to ensure contextual catence among data, both spatially and temporally

Regarding Data Management and Analytics, tbeu$ is shifting from connectivity to data
analytics with new offerings for tHeoT flourishing.

Vertical Integration is a key issue:
1 Toaddressthgé s hfolpoor di vi deo
o Relatively few manufacturing companieave a seamlessly integrated view of operations
from shop floor up to the corporate level
o This happens both for SMEs and larger companies
o As aresult, a very large part of the data that can beaedeat the lower levels (devices
and control systems) it currently used to generate actionable insight.
1 With approaches to bridge it
o Lower costs of many of the components.
Availability of cloud technologies.
More flexible and easily deployment datsadytics solutions
SMEs are starting to use 10T solutgoto connect ERPs to the shop floor
A cloud-centric infrastructure approach is now (more and more) commonly used

O O O0OOo

[loT Platform decision criteria lead to several selection scenarios:
9 Business case

1 Market ancproduct

1 Investment capacity

1 Product timeframe @hexpected evolution

1 In-house mtegration vs system integrator

1 Position in the valuehain
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Table6: Scenario pros and cons

Scenario Description Pros & Cons

Internaldevelopment This is often a solution taken by incumbel § Mostly  for  (very) larg
that wantto be able to integrate the latg companies.

technologies within their legacy solutionq Supports incremental innovation
The result is a proprietary platform that | q Allows for a coherent approad
become a semopen platform by offerind  towards the customer.

open components (e.g. A} that be used (¢ May become the "de factg

enlarge its ecosystem. reference in a sector and create
ecosystem of developers a
integrators.
Integration with an When a significant (ofde facto") platform|{ A possible approach for SMEs.
ecosystem provider wants to enlarge the breath of |{ Possibility to leverage the streng

platform to new use cases(end even to Il of the platform provider tq
adjacent sectors), it may be interesting fg promote its solutions againstsi
company in this new sector tenter the| competitors  (Provided  thi
incumbent ecosystem the objective strategy is decided and implant
contribute to the definibn of the platform|  quickly enough).

along the lines of its own strategy. 9 Difficult to  maintain a

differentiation in longer term.

Point solutions coupled Some companies may have a basis of inte| § A possible approach for SMEs.
with cloud service competence sin somesector with a9 Supports the use of open souf
provider(s) specialized skill set without have tf SW compments.
resources (financiand/or human) to build { § Dependency towards the CSP &
full-fledge platform. The approach takenis  |imited choice for evolution.
plug the company point solution on thq pificult to  generate 4
infrastructure (laaS, PaaS, and SaaS) ( (gifferentiation in the longer term
cloud service provider (CSP)

Standardized approach | With this approach, thehoice of a referenc|{{ A possible approach for SMEs.
(technical) architecture is key with |q Supports the use of open sour
definition of the lgered models chosen, tff  SW components.

choice of an information and interoperabill § Limits (but does not suppress) t
strategy and of the reference points ¢ dependency towards the "¢

supported APIs. Different parts of th facto" p|atf0rms or CSP p|atform
platforms can be servdyy a combination ol  chosen.

some of the above scenarios.

Regardingplatform adoption, OP@LIA, a standard for M2M horizontal communication and
vertical communicatin, is an important decision

1 Itis promoted as the foundation for digitalization in the context of Industrie 4.0.

1 It provides a framework that can bsed to represent complex information as objects.
1 Many Industry Standards are being developed undemthealla of OPC UA

Overall,the adoption of 10T is slow, but steadily increasing. Barriers include security of loT
devices and having to deal with legacy (i.e. brownfield developmentjngtancehaving to
work with OS versions that are no longer supgaii.e. no longer gettingesurity updates).
Heterogeneity of deployed systems.

4.5.2.5 Guidelines and recommendations

The main lessons learned from the platform landscape analysis and the IloT case study are:
1 A landscape still very fragmented and immature
1 Propietary platforms are not a pacea
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Openplatform adoption in the Enterprise is (even more) complex

Different scenarios possible for plati availability

A growing role for standardized solutions

Semantic Interoperability is a key issue and a key enall@pien platform adoption
Many issues related to platform adoption are cultural

E

The TR proposea list of guidelines and recommendations
1 Technical Recommendations
o Enough Standards to start with
o Start small on lloT projects
0 Agree on tradeff for implemenable Semantitnteroperability
o Insert he new technologies in the overall development process

1 Recommendations to oneM2M
o Profiling for lloT
o Endto-end Semantic Interoperability in oneM2dhabled 10T platforms
o Interworking between oneM2M and open industpialtforms With the very important
example of OPAJA

4.5.3Q&A and discussion

Table7: Session 4 Questions and Answers

Questions Answers

Speaking about system of systems, how can we g
platform vs system of systems?

In many cases a g@iform matches a subsystefrherefore
the question of interoperability becomes very critical w
the subsystems have been developed with (poss
completely) different approaches.

Coming back to the CREATEIoT 3D | A security mindset (and a cresstting approach) can he

architecture, AUTOPILOT is a good exampe.
The platform is a necessary component i
realising the function of a system of systems.

to identify how components form parts of a larger syst|
And, aswell, to identify methodologies and tziia for
consideration by the various stakeholders. The 3D m
can help to provide different ways of looking at things.

Legacy systems are clearly important to dea
with, do you have any suggestions for how to d
so0?

There are technical solutions, karie should also considg
servitisation, and how to provide services on top of exis
systems and how to clearly define a contractual relation

4.6 Wrap-up

A first part of the wrapup was dedicated to the-tine amouncement to the European Parliament
of the Al white paper produced by the European Commission.

Emmanuel Darmois has summed up today's workshop and thanks everyone for the part that they
have played. ETSI STF 547 has now finished its work. Gliedtdastwo upcoming deliverables
relating to his workshop's topics. We would like to have a common understanding of what can be
expected in relation to standardisation and semantic interoperability (for example). Another
workshop will take place in September BGR Brussels, and we will seek waysttansfer our

results to that event.

Some additional considerations have been brought by the participants:
1 An important element on data strategy is work on platfdirase are now some 1200 IloT
platforms.The IoT LSPs hteroperabilityFrameworkis an apprach to relate crossector
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platforms as well as sectepecific onesOne cannoexpect a single 10T platform to win out
given the differing requirements across different sectors.

1 There is a tendency to remain it silos rather than addressing the chgks of a cross
platform approachindeed,one of the challenges for semantic interoperability is how to best
deal with the creation andaintenancef domain specific ontologies.

1 ETSI has two other special tastrdes that will continue after the closure STF 547, in
addition to the AIOTI work on standardisation for the loT and a subgroup on semantic
interoperability. ISO /IEC JTC1 SC41 (loT) is also active. SAREF is a valuable part of this
future. We have creatl an open portal for people to supporeitslution.

Franck BoissierdEC DG ConnegtUnit E4) hasfinally stressed the importance of collaborating
across projects to be able to look further into the future and to improve collaboration across IoT,
Big Data and Al.
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5. 10T AND DEI LARGE SCALE PILOTS WORKSHOP

5.1 Introduction

Franck BoissierdEC DG ConnegtUnit E4) outlined that bdayd s  w o riskinspbriarg as it
highlightshow the loT LargeScalePilots (LSPs)launchedn 2016have produced a very large
legacy of results that need to be kepid expaneddnow thatthese LSPxometoanendf o d ay 0 s
workshopwill take stock of the LSPs, butoretime would be needetb do them justice.

The LSP model inow expanded to other aressd the new LSP will quicklyrpsent their projects
and objectivesOn a diferent note, the EC presented its strategy for a digital Europe yesterday.
This is very similar to the way we've approached things in the LSPs.

He thanks th&€oordinationand SipportAction and notes the USB mery cards with the slides
and other documesias circulated bREATEIOT.

5.2 Session k European Large-Scale Rlots - Presentations

This sessiomstarted withrsummaries of theesults ofEU 10T Large ScalePilots which have been
running for the lasthree years as part of the Horizon 2020 progranwfesthen heard about the
Boost 4.0 project on smart factories which has been running for the last twoAmdfimished
with very brief introduction to the newest 10T project that have recently started.

5.2.1Taking stockof the projects about to finish

5.2.1.1 AUTOPILO T

The projectwasfocused on autonomous driving + 0T + Mobility as a service. The approach
takenis summarizedn the following figure:

2) A IoT PLATFORM
AN | | 7
INTEROPERABLE STANDARDISED SECURE (OPEN-ACCESS 3) A APPLICATIONS

loT
eco-
system =

4) A SERVICES

Objects are AUTOPILOT loT

created virtually platform develops

in the loT applications using

platform data from lata
soul

AUTOPILOT

Figure 5: The AUTOPILOT project
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IoT can improve mobility- better experience for users tot ggound, smart cities/mobility,
cooperative and connected automated mobility. Related: MaaS, Data Marketplace, AIOTI and
Data Lake.

How can we enable different actors tashdata? What is the business model for thig@pNot

IoT platform with digitaltwins for physical objects, and applications that enable services that
support autonomous driving. List of 8 such services, e.g. route optimisation, chauffeur for tourists,
etc.

The main poject results include:

1 10T progressed automated driving functions
1 Vendor and Open interoperable IoT platforms
1 In vehicle integration (sensor fusion) improved by loT
1 Sevenuse cases deployed
1 New market opportunities
1 Commercial business models and user compliance
1 String contributions to SDOsIOT data models and ontologie
I Sl
: Applications E
e o - — D _ _ _ _ _ ekl — — S
A A A A
MEE HTTRAAOTT RAQTT
F\WAYRE i HUAWEI T e
g L"’/ Broker \S‘@ Flatform a ::?lT ™ al
atfarm
¢ ey : HTTRAMACTT hdeq v MAOTT
nes Interworkin Interwarkin Interworkin ?’;Q
! g Gateway g Gateway 2 Gateway
: Mea # fdloa v ¢ Moo
onelA2h Interoperability Platform
I z____________________i_“f'sf ___________________ v__

! I
! = = |
I Devices and G % RS ~ D S22 G
ol | =" S &%
! I

Figure 6: The AUTOPILOTproject (Architecture example)

The main perceivedrpject impactsare

1 1oT usefulness proven Wi proof of concept at VehiclePlatform and Service Level

1 Automotive industry convinced by the IoT bengfit f or fAManagi ngo Smart
the Cloud

1 Seamless replicable and scalable deployment of vendor and Open platform

1 Acceptance of IoT at usével

1 Progressed vision of Data Market Place based on real Industry and Mobility Service use cases

1 Paved thevay for automotive data platform for 5G/CCAM deployment

5.

2.1.2 MONICA
As an innovation projecMONICA was not supposeid develop nevstandards andaveinstead

used existing standards and identified gaps where standards are missing.

MONICA hasfocused on sounchanagement and crowd management for open air events such as
concerts. Can we mitigate sound levels outside of the event area? We've demondisafed a
reduction via passive absorbers and secondary speakers for soundtmanesl| a larger scale
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versionof noise cancelling headphoneé®eaceful showers" as metaphor for localized sound

reduction.

MONICA makes use of a wireless transmission systerm vaty low latency and time jitter. One
challenge was the hurdle of testing novel devices that have yet ©Emarked. This was
addressed through applicationAaticle 9 of DIRECTIVE 2014/53/EU. This requires devices that
are not yet CEnarked to be clred marked as such. In addition, the pilot area for the tests should
preferably be gated, so that devicesrot allowed outside of the pilot area, and are to be collected
after the eventA lack of awareness of this directive hindered pilots in sontieeo€ountries used

by MONICA.
Here is the hel

coptero6s
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ew of the project
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Figure 7: The MONICA project

The projectdentifiedthe need for even lower latency and jitter for data transmission, along with
the need tesupport a hundred thousand devices in a limited geographical area.

5.2.1.3 SYNCHRONICITY

TheSynchroniCityp r oj ect

Create reference zones

Estalish ecosystem

A -—a-_a_-_a_-8_9_98_-4a-2

Establish tehnical foundations
Establish marketplace enablers

0 s todulaver anarkat forloT and Al enabled servicdsr
cities and communitieg.his was broken down into nine objectives:

Pilot services that serve citizen needs

Establish citizeroriented methods
Establish holistic quantification of value
Provide insights into new busirsasodels
Transform city policymaking and planning
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The decision was taken early on to maximise the use of existing standardspvautical,
leading toafocus onthe minimal interoperability mechanisms (MIMs) neededntegrate
existing solutionskFive MIMs havebeen addresses: context information management, common
data models, ecosystems transaction management, personal dageement, and fair Al.

This approach has been demonstrated Bftservices pilotedcros21 cities.Some examples

include:

1 RainBraini greening of city roofs with collocated sensors and actuators to emptyowters
when storms are imminent

1 NoiseAbility i monitoring different kinds of noisend citizen feedbadk urban environments
in Eindhoven, Bilbao and Edinburgh. Igtation with datasets on events, traffic and waste
collection.

1 EdgeLights using live traffic data for energy saving sineetlighs (in Porto).

SynchroniCity highlights:

Nuvlasecure edge computing platform for smart cities

Use of nodeed to speed development of services.

Open libraries for machine learning, mapping, visualisation, etc.

SynchroniCity APIs for context managementadstorage, 10T data marketplace and security.
OASC (openand agile smart citiegs 140+ member citiesacross 27 countries. The OASC
Catalogue with solutions, products, case studies, value propositions and urban challenges.

=4 =4 -4 -8 -9

5.2.1.4 ACTIVAGE

Healthcare is the maintance or improvement of health via the diagadsatment and prevention

of disease, illness, injury, and other physical and mental impairments in human beings. Well

being by contrast is a general term for the condition(s) of an individual or groupje¢uea level

of health according to particuleconditions/situations, for example, their social, economic,

psychological, spiritual or medical state.

1 Wheel of well-being withfactors contributing to living wellintellectual, social, physical,
spiritual,emotional, occupational and environmental.

1 Impact, exploitationdissemination and standardisation.

1 Evolving from electronic recordsr healthto connecte¢health records.

1 ACTIVAGE handbook.

Social dimension and impad®eople are classified as very fitell, managing well, vulnerable,
mildly frail, moderately frail, severely frail, very severely frail and terminally ill. The aito is
extend the time people have in the first four categories anellitece the timevhenpeople are
frail and in poor healthl o support this aimgach of the ninACTIVAG E deployment $es covers
two or more othe following aspects:

Daily activity monitoring

Integrated care

Monitoring assisted persons outside the home

Emergency trigger

Exercise promotion

Cognitive simulation

Prevention of social isolation

Safety, comforand safety at home

Support for transportation and mobility

E R

The deployment sites supported 6000 elderly users andcB28f3 andavere built with a variety
of 1oT platforms from previous European projects (Fi&/aDpenloT, sensiNact, Sofia2 and
universAAL). The loT devices included: indoor sensors and actuators, outdoor sensors, wearable
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sensors, health devices and user interact@nces. The use cases covered: social engagement,
assistive technologies, housjrigansport & mobility, behaviours, agelated changes, disease
management.

The ACTIVAGE IoT ecosystem (AIOTES) made use of 3G/4G, WiFi, LoRA and other
connectivity technologies to collect datathe AIOTES platfornfior use by a suite of applications

in compliance with GDPR. The project was aware of the many commercial teclasolagd
therefore focused on providing a bridge between theanture Scanner has surveyed the
landscape and identified 760 companies active in digital health.

ACTIVAGE had a veryactive group on standardisation which monitored and aligned with
standards evelopment activities, e.g. AHA data model, the ACTIVAGE ontology, and SAREF 4
Heal th extensions. The project was strongly
healthrecords.

5.2.1.5 10F2020

This slot focused more on the capabilities of the 10T IGgtee rather than the IOF2020 L&sIf.
The following summarises information fratime [oF2020 booklet and websit

The I0F2020 project was a really large project with over EHethprs and a 4 yesduration. Trials

were conducted in five main areas:ldeacrops, dairy, fruits, vegetables and meat. The project
sought to show the additional benefits from high resolution data obtained with ground sensors and
drones as compared temote sensindata obtained frororbiting satellites.

Farm machinery userecise spatial location together with sensors and actuators, mgasure
how yield varies across different parts of a field, and to dynamically tailor delivery of irrigation,
fertilizer, pesticidesand herbicides to reduce wastestsand energy expeitdre.

Interoperability is a challenge &&m machinery generally uses vendor specific communication.
This was addressed using the Agricultural Data Application ProgrammingiT@GAI¥APT) and

the Extended FMIS Data InterfacERDI) for a cloudbased APIwith multi-vendor ADAPT
plugins, and support for farmers to sell their data from a data sharing platform.

Livestock sensors can be used to monitor grazing time and location|l &s walk yield from
individual cows. Leg mounted sensors can be used taifigéame animals, as lameness entails
pain and discomfort, with decreased fertility and milk yield. Pregnant cows can be given precise
tailored doses of mineral supplements.

IoT provides opportunities for improved traceabilégd enrichedinformation flows along the
supply network as well as the means to monitor temperature, humidity and shocks during shipping
and storageProvenance is of increasing interest to consumers whotaw&now where and how

their food was produced, and to feelannection to the farms and farmers.

The session included a&iho ofwww.iot-cataloguecomas a means to showcase project results

use cases, techraglies and solutionsThe catalogue covers many projects not just 10F2020.
IoF2020 project use cases divided across arable, dairy, fruit, vegetables and meat. Each use case
tagged by validationglaces, components, value propositions, team, retgployed etc. You

can see how many times each component has been used across uemeaaasalso browse for
hardware components atitkir prices

5.2.2A glimpse at the future

At this point the sessioswitched to a brief introduction a number of other 10T relgtegects,
starting with Boost 4.0 on smart manufacturing and shared dataspaces, and followed by the most
recent batch of 0T projects which have only just started.
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5.2.2.1 Boost 4.0- towards a European Industrial Data Space environment

Boost 4.0is a Lighthouse project on big data for factories. Delivering global standards, secure
digital infrastructuresnd trusted big data middleware.

The project has fifty partneiand is running many pilots across many companies, coveengeh
such ageradefectmanufacturing and predictive maintenance through the collection and analysis
of big data.

The project focused on the four main open source European inititheelsidustrial Data Space,
FIWARE, Hyperledger and Big Data Eurgdong with the development of open connectors and
big data middleware with native block chain support for the European Industrial Data Space.

We need to overcome barriers for data sharing

1 Trust

1 Interoperability (too much effort currently needed on data patipa)
1 Secure exchange

5.2.2.2 DEMETER

Demeteris a rew H2020projectthatstartedin September 2019 on smart agriculture De me t e r ¢
goal is to lead the digit | transf or mat -foodrsectorfthrokgh thepidedogtiona g r i
of advanced IoT technologies, data science and smart farming, ensuring-tesrtangability and
sustainability. We seek to enable farmers to produce more food with less, wspksttneg the
environment.

The project will focus on largscale deployment of farmerentric, interoperable smart farming

loT (Internet of Things) based platforms, delivered through a series of 20 pilots across 18 countries
(15 EU countries). Involving 6Partners, DEMETER adopts a mtdtitor approach across the

value chain (demand and supply), with 25 deployment sites, 6,000 farmers and over 38,000 devices
and sensors being deployed, putting farmers in a position of full control over how pilots are
deployed.

Digital technologies can offarpportunities to farming and rural areas. Challenges around rural
broadband. Data ownership where companies are forcing farmers to cede ownership of their data.
Challenges around economies of scale given heterogenedls Gedlaboration with other EU
agicultural projects. We have 60 partners and plan 20 pilots across 5 sectors.

5.2.2.3 INTERCONNECT

InterConnects a new H2020 project fananagement of smart grids that started abo®er 2019.
InterConnect gathersO5European entities to develop and demonstrdt@nced solutiorfer
connecting and converging digital homes and buildings with the electricity sector.

Three open calls will be launched from 2021 to select 42 innovadittem up projects

1 Largescale pliots leading to markedriven segments

1 Marketplace of integrated digital platforms bridging the gap between loT and energy

1 Establish interoperability framework validating SAREF and semantic interoperability

1 User centric Bergy and nofenergy services

The ®lutions developed within the scope of InterConnect will allow a digitalisation of homes,
buildings and electric grids based on an Internet of Things (loT) architecture.

By including digital technologies (Artificial Intéjence, Blockchain, Cloud and Bigata) based
on open standards, such as SAREF, it will guarantee the interoperability between equipment,
systems and privacy/cybersecurity of user data.
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Who has the opportunity to take advantage of these solutions?
1 Energyusers in buildings

1 Manufacturers

1 Distribution grid operators

1 Energy Retailers

5.2.2.4 COORDINET

Coordinetstarted in January 201®ith a focus on electric power grids and distribution systems.
The projet will demonstrate how Distributio System Operators (DSCam)d Transmission
System Operators (TSOs) can act in a coordinated manner and use the same pool of resources tc
procure grid services in the most reliable and efficient way through the impleimerdghtarge
scal e-DSOC&GuUmMme 06 demonstrations, in cooperatior
users).
1 Enable a smart, secure and more resilient energy system through demonstratfig ot
model(s) for electricity network services that @nhdoe scaled up to include netwodgerated
by other TSOs and DSOs, (ii) that will be replicable across the EU energy system, and (iii)
provide the foundations for new network codes, particularly on demespbnse.
1 Contribute to opening up significant merevenue streams for consumersptovide grid
services anthcrease the share of RES in the electricity system.
1 Some of the aspects to be addressed include load balancing, congestion management,
controlled islanding, and voltage control.

Coordinet plani) pilots across threeountries. Support for prosumers (providérsonsumers)
andwill develop aplatform for exchange of needs and market results.

5.2.2.5 PlatOne

PlatOneas anewfour year H202(@roject on smart gridsha integrating users including prosumers.

The project seeks to define new approaches for increasing the observability of renewable energy
resources and of the less predictable loads while exploiting their flexibility. Our consoftiLin
partners from Bglium, Germany, Greece and Italy will develop advanced management platforms
to unlock grid flexibility and to realize an open and sbscriminatory market, linking users,
aggregators and operators. The solutions developed in tleetprdll be tested inttree European
demonstration examplasd analysed in cooperation with a large research initiative in Canada

The projecwill develop a new platform for DSOs featuring blectkains for open markets linking
the local system to theatnsmission system manajgey TSOs. This will be anp@n platform with
diversity of comnanicatiors technologiesopen APk as basis for servicethe aility to integrate
and secure legacy solutigrad anntegration bus for flexible connection.

5.2.2.6 QUALITY

Qudlity is a new H2020 project focusing oranufacturing, whicktarted in January 202md will

last 39 months

1 Qudlity is the biggest European project dedicated to Autonomous Quality (AQ) and Zero
Defect Manufaturing (ZDM) in the Indstry 4.0.

1 Qudlity will demonstrate, in a realistic, measurable and replicable way an open, certifiable and
highly standardised, SMEiendly and transformative shared dataen ZDM product and
service model for Factory 4.0 throut4 pilot lines.

1 Qudlity will also demonstrate how European industry can build unique and highly tailored
ZDM strategies and competitive advantages through an orchestrated open platform ecosystem,
ZDM atomized components and digital enablers across afieghaf product and prose

31-03-2020 42 of 69 Public


https://coordinet-project.eu/projects/project
https://platone-h2020.eu/
https://qu4lity-project.eu/

H2020 CREATE-IoT6 D06 _ 11 208® 0 6 _ Page 43 of 69

lifecycle. The main goal is to build an autonomous quality model to meet the Industry 4.0 ZDM
challenges.

5.2.2.7 MIDIH

MIDIH is a new H2020 project for theamufacturing industry digital innovatiorubs that seeks

realiseservices to support ICT innovation for manufacturing SMEs.

1 MIDIH aims at implementing the fast, dynamic, borderless, disruptive side of the 14MS
innovation coin focusing on technological services, business services, skills baddimges.

1 MIDIH is a "one stop shop" of services, providing industry with access to the most advanced
digital solutions and the most advanced industrial experiments.

1 MIDIH will also supply pools of human and industrial competencies, and access to "ICT for
Manufacturing" market ahfinancial opportunities.

1 Technological services will be driven by young and dynamic ICT talents virtually meeting
older and experienced manufacturing engineers in atpshop global marketplace.

1 Business services will supp@MESs, startups, web eepireneurs as well as corporates in the
delivery of innovative products and services, in accessing new markets, {rafsimndj.

1 Skills building services will not only help SMEs and corporates understand the new
technologies, but adsprovide an operationflamework that will stimulate trust, confidence
and investments.

5.2.2.8 BD4OPEM

This is a new H2020 project focusing oengration, transition, distribution and consumption.

1 Energy power systems face big challenges to cope with grid-atimy demands of an eve
increasing number of distributed generation and consumption devices in an interconnected
world. Technology offers a huge range of opportunities to develop solutions in the uncertain
current and upcoming Energy market situationsnoposal considers @p Innovation as a
natural solution to create a seamless link and balance between energy stakeholders needs anc
the solutions to be developed. Nowadays, old metering, operation and control devices are
combined with smart systems tia huge amount of dataeing available yet unused or
underused. This data offers a wide range of possibilities to improve existing energy services
and creating new ones, all available in an Open Innovation Marketplace, and processed through
an Analytic Tmlbox.

1 BD4OPEM will devéop this Analytic Toolbox, based on Big data techniques, providing tools
for enabling efficient business processes in the energy sector. By extracting more value from
available data, a range of innovative services will be creatdekifields of grid morioring,
operation and maintenance, network planning, fraud detection, smart
houses/buildings/industries energy management, blockchain transactions and flexibility
aggregation for demarngsponse.

1 The Open Innovation Marketplace vénsure secure data Ws from data providers to
solution providers, always compliant with GDPR requirements, so that asset management is
enhanced, consumer participation in energy balancing is promoted and nedridatia
business models are created tlgio innovative energy saces. The project will demonstrate
the above features in four large scale pilots with diverse distributed energy sources (e.g. PV,
wi nd, hydr o, EV, storageeé), whi |l e promot i
Sustainable innovens and IT Ecosystenis Europe.

5.2.2.9 SYNERGY

SYNERGY s a European proje¢Eebruary 2016 January 2019hat focusedon data analytics
for big energy.The project addresde¢hree core objectives:
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1 Improve JSI excellence and unleashrésearch and innovation potential through training in
parallelisation and surrogate modelling, and aiding organisation of workshops that will foster
discovery of new ways of combining the twethods.

1 Raise the research profile of JSI staff and broaderdtggnition through networking that will
result in knowledge transfer, joint publications and future resgaoglcts.

1 Increase the overall research and innovation potential of Sloveniasbgndnating the
acquired knowledge to other Slovenian reseanganisations andleploying it in future
applied projects.

We had 24 partners from 9 Eduntries andleployed 21 use cases across 5 sites. We developed
a cloudbasedAl enhancedbig data anatics marketplace for data consumers and providaus.

aim isto support end to end coordination, enhance network stability and resilience, and enable
collective intelligence.

5.3Session 2 Large-Scale Pilots Showcase

This sessiorieatured 4 parallel streawith the intentionfor people to rotate between theimn
pradice, most peopletayed in the same streasinceasa good discussion has startedipeople
preferred to continusther than breaking off

5.3.1Stream 1- Building an ecosystem, leverage open ks

The session wasaderaed byOlavi Luotonen(EC DG ConnegtUnit E4).

The goal of the session was to assess some deliveratddsdologiesind tools that have been
developedwithin the frame the 10T LSPs, in particular around the Open Radkage used by

ACTIVAGE, IoF2020 and SynchroniCity. Another aspect fiscdssion was the idea of a club of
SMEs.

The key pitchehave been made by ACTIVAGE and SynchroniCity.
5.3.1.1 The experience of ACTIVAGE

A presentation was done by Martin Serravio hashighlighted some points for the assessment

1 The ACTIVAGE Open Callshaveesd t he fAcascading fundingo
which has to be carefully foll owed. The no
filtering and selection of candidates.

1 Four information supports were available for the applicants:

o Technical hformation

o Guide for the Applicants

o Templates and budget forms

o Guide for the Reviewers

Most of the applicants for ACTIVAGE were SMEs.

ACTIVAGE has developed a web portal on thgropeariot-pilot.eu web site to keep track of

the Open Calls analytics. Thenal could be reused for new projects with Open Calls and

transferred from CREATHOT to a new CSA, if possible.

E |

5.3.1.2 The experience of SynchroniCity

A presentation was done by MarBrynskov who hasecalled the experience around the Open

Call methodology:

1 A first attempt has been done with the Open Call in OrganiCity. The lessons learned have been
very useful for setting up the Open Call framework of SynchroniCity.
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1 SynchroniCity las made a huge work to sei their own Open Call model with a strong
insistene on the assurance that they could be safe from a liability point of view, in particular
regarding the selection of successful candidates and-so®opéng of the accepted pects.

1 For all the 133 applicants, the procedure to follow has been made bhedemh of a contract.

For all the 16 selected projects (which have all finished their work), a similar contractual
approach has been foll owetdhd offdathae ditpariorng
deployment time).

1 The major lesson learnedtlsat legal aspects are the main barrier with a recommendation to
treat them as the main priority.

More can be found in the SynchroniCity Guide fisatn the CREATHoOT USB key.
5.3.2Stream 2- Ways to share document, promote huge numbers of use cases

The sessin was moderated byolf RiemenschneiddEC DG ConnegtUnit E4).

The goal of the session wasdssesshe way some promotioteliverableshave been produced

and identify lessns learned. The elements for discussion were the promotion booklets (e.g.,
[0F2020, AUTOPILOT), the communication strategy and the showcasing strategy adopted for 0T
Week.

5.3.3Stream 3- 10T Interoperability architectures, AIOTI, standardisation organisation s

The session was moderatedfanck Boissier¢dEC DG ConnecgtUnit E4)

The gal of the session was #&ssess some key achievements (in particular the Minimum Points
of Interoperability (MIMs), the work with ETSI CIM or the I'FO SG2) and investigate whh
can lessons be learned.

After an introduction by Franck BoissiefeC DG Comect Unit E4), the key pitche have been
made bySynchroniCityandOpenDEI

5.3.3.1 A view from the EC

CREATE:-loT andU4IoT havecovered 5 LSPdMany more 10T related projecase launchednd
this requires clusteringdence the creation @perDEI with a scopequite similarto the one of
CREATE-IoT.

CREATE 0T used a template to collect information from across the LSPs. The Activity Groups
havebeen launched to reduce the burden of communication across the projeatsleTdfethe

LSP Activity Group onii Bindardsation, archiécture and interoperabilily has been t o
commonalities, consolidation, influenaaddisseminationlt has workedn the Interoperability
Framework with reference architectures, interoperability points and mechanisms, platforms and
technologies, standards and-p@mative activities.

EU is unigue in bridging industry and acadenfiis is a challenge and an oppoityn
5.3.3.2 Achievements: MIMs
The work of SynchroniCity is closely related@pen & Agile Smart Cities (OASGyhich is on

thedemand side and consolidates the vision and requirem&dfahembers in 27 countries.

The gandards work in Synchronicityas maden the context ofragmentation of standards and
SDOs.Given that onvergence will be slow, interoperability is cruciblhe focushas been puin
the Minimal InteroperabilityMechanisms (MIMs). Theare expected tprovide benefits to cities,
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businesses ahto citizens.There are 5 MIMs, the first three are realized in Synchronicity and
MIM1 and MIM2 are accepted by cities

1 MIM1 - Context integration management

MIM2 - Shared data models

MIM3 - Ecosystem Transaction

MIM 4: Personal Data Management

MIM 5: Fair Al

1 Bridging legacy systems

T
T
T
T

Synchronicity has stimulated standards work on context information management (e.g., JSON
LD).

There is somelanned work on personal data.
5.3.3.3 Achievements: Data Modelling

Franck Boisgre (EC DG ConnectUnit E4) mentions onémportant topic: API for CIM

1 Have a very quick work done in ETSI and have quickly a common base to work

0 NGSI_LD interface iglone in ISG CIM, based on the FIWARE NGSI

First have technical interoperability and then do the data interoperability

Chose the rilgt tools at the right moment

Data strategy and Data marketplaces are important

Standards will be needed (data format, andelsmore layers will be needed)

How to move from a common agreement that can be done nationally to global one (ISO and
IEC)?Handling both is an interesting challenge

E R

Some remarkfrom the floor

1 ACTIVAGE had a semantic interoperability layer; MIMs catoelevelop a common
integration concept

1 What aboutMIMs in manufacturing domain®his might come irBoost 4.0

CIM moved in on&2M and in ITU

1 AssociateFIWARE and International Data Space Association (ID&4% hubs in different
countries across EuropdéDSA connectors

1 Wa3C is seeking to address the fragmentation via an abstraction layer for digital twins (the web
of things) that snplifies services very considerably.

1 Companies are slowly shifting towards greater interest in common standards, see the Amazon,
Apple, Google and ZigBee alliance announcement on defining common standard for using
existing transport protocols.

1 We need taonvince business of the benefits of migrating towards common standards and
committing to drive these standards, but regulatoaynéworks can help by creating a
common open marketplace

1 Difficulties with proliferation of 10T technologies, data models aoarats.We need more
than common data formats.

1 Importance of describing and dissemination of use cases, and the relationojgenateitity
and architecture.

=

5.3.3.4 OpenDEl

Sergio Gusmeroli (Politechnico of Milano) has introduced OpenDEI and highlighted baat it
similarities to what CREATHOT has done for the fir&LSPs
1 OpenDEI bcuses on 4 domains: Healthcare, Manufacturing, Aljui) Energy
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1 OpenDEI comes with a new set of projects (26 projects at least) and therefore will have to
work in a different maner than what CREATOT did for the 5 LSPs
1 A challenge is to create ammunityacross th& domainsTo this extent:
0 Represerdtives are appointed
o Knowledge exchange (one expert from each domain)
o Cross virtualization from one domain to anotdemainis organised
o Four ambassadors are experts for each domdian a crosslomain issue occarall the
4 ambassadors will be involved
o Digital twins born in manufacturing and used in other domains

The EC supports the approach:

1 It provides the ability d think on the same topics, e.g., Interoperability, Semantics,
Architecture

1 Each project can identify one individual as the contact pesmnknows the project and can
contribute to
o General architecture
o Domain specific and crostomain together
o Common gobs to verify crossdomain enablement

5.3.3.5 Conclusions
Franck(EC DG ConnectUnit E4) not that there are nomany projects ani is difficult to expect
full agreement across them, but nonethelgssgrescancomefrom looking for commonalities

The experience dhe LSPsds that theyhad a big impact on European policy.

All projects can learn from previous CSAs such as CREAJIE Each projetneeds to identify
people who have the time to act as a bridge / ambadeadmowledge exchanges across projects.

Similarly, it is possible tomprovethe Activity Groups as a coordination and information sharing
mechanism across projects

5.3.4Stream 4- Innovation support: Create-l0oT - Brochures, market support

The session was rderated bylan KomareKEC DG ConnectUnit E4).

The goal of the session wasraview topics such as the White Paper on GDPR, the IERC Cluster
Books, the Security approadhe KPIs for the LSPs, the eBook, the loT Handbook, the 10T Policy
Framework, th&Viki and the Use Case mapping.

The key pitchehave been made by CREATI&T and ACTIVAGE.

5.4 Session 3 Parallel Sessions

This session was fully dedicatedttpics of common intest in order to identify and organise
common work teams for the coming year.

Fourstreamdhave been organised in parallel:

1 loT Data Space, sharing, conceptual referenodel

1 loT Data Lakes, platforms, economics of ddtaven servies and marketplaces

1 10T Security, privacy policy framework

1 Navigating the future of IoT Technologies/Applications towards edge computing

They were followed by a plenary session in two parts:
1 Reporting from the sessionsake away, Highlights, Short presations from moderators
1 Looking back and aiming forward. Main take away. Future actions.
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5.4.1Introduction

Rolf RiemenschneiddEC DG ConnectUnit E4) hasintroducel the afternoon's session.

He has recalled thdimensions of EU digital future frofebruary 1% announcement:
1 Techndogy that works for people

1 A fair and competitive economy

1 An open, democratic andistainable society

High impact proje@don EU Data spaces and high value data sets
1 Digital marketplaces enable economies of scale.
1 Examples oflata marketplaces: locatiolata, EV charging and parking

"Whoever controls the platform controls the future”

Issues for discussion:

1 What is the strategy for European actors, markets, regulators?

1 Incentives, standards, safety and Open APIs.

1 More than 70% fbthe value of 10T systems today in the cloud.

1 Important role of analytics and the sizeable security challenges and increased attack surface.

5.4.210T Data Space, sharing, conceptual referenemodel

Thestreamwas noderaed byRolf RiemenschneiddEC DG Comect Unit E4). Participantsvere
coming from current IoT LSPs ecosystem (SynchroniCity and CREWTEand from OpenDEl
projects (Boost 4.0, Qudlity, MIDIH, Productive 4.0, Smart4Health).

Identified achievements

1 Projects focus on Data Formats:
1 Domain speific

1 Some (standard) comparnts

1 First technologies on EDGE
But: is standardization mature?

Marketplaces are fashionable:

1 Exploitation based on data services
1 Open APIS

1 Value of data

But: which governance?

Which way forward:

Promote a concepramework

KPIs for Infrastructure // Saboxing

Ecosystem for services for data infrastructure; look at governance model;
Finance: how to use the infrastructure project with sandboxing

Data Quality on Al

Al learning in Clouds and edge

=4 =4 =4 -4 45 9

Some more details dag discussions:

1 Challenges

Building theloT ecosystem

o0 How to realize analytics and what are the challenges related to data?

o0 How to come from application to d&ta

0 Access layer (reference frameworks) is where the data sharing is defined

o
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o loT Datasharing and conceptual reference model
o It is important to have a referenadata framework fit for digital ageSuch a framework
should encompas least 9 building blocks
A Data Standards and formats
Operational Agreements
Legal agreements
Earnings model
Data exchange
Governance
Metadata
Cybersecurity
Identification, authentication and authorisation
etadata: generic metadata (IDSA) data is described in 6 dimensions, such as:
A Connectivity
Legal agreements ungfl terms& conditions(liability, €é) t ontracse i n ¢
Operational agreementsow to start the mrcess of data sharing; SLA
Governance (be neutral): Someone needs to operate it; decentralized model?
Blockchain; central or decentralized
Business models and billing:
Identification and Authorization

> >

S>> > > >

>>» I>>>>

5.4.310T Data Lakes, platforms, economics of datariven sevices and marketplaces

Thestreamwas moderatedan KomareKEC DG ConnegtUnit E4).

It starts with the presentation of several EC projects.
1 13Market- Intelligent, Interoperable, Integrative and deployable open source MARKETplace
with trusted and seceirsoftware tools for incentivising the industry data economy

o0 Startedeter

0 uary2020 for 3 years

o The iI3MARKET project addresses the growing demand fasiragle European Data
Market Economy by innovating marketplace platforms, demonstrating with industrial
implementations that the data economy growth is possibBMARKET proposal provides
technologies for trustworthy (secure and reliable),-datgen colaboration and federation
of existing and new future marketplace platforms, special attention onnatldsta and
particularly on sensitive commercial data assets from both SMEs to large industrial
corporations is taken.

o Taking into account that there mo broadly accepted trusted and secure data marketplace,
i3-MARKET will develop technologies and stilons for a trusted (secure, sglfverning,
consensudased and auditable), interoperable (semattien) and decentralised
(scalability) infrastructre, called iBMARKET Software FrameworKakai3-MARKET
Backplang.

o i3-MARKET focuses on the desired g of privacy and confidentiality that support both
legal and usedesired control and transparency for sharing data among relevant systems
and services

o The i3MARKET backplane pays special attention to regulatory aspects around sensitive
data assets.

The next two ones, MIDIH and QUALITY, are engaged in a collaboration around marketplaces.
1 MIDIH - Manufacturing Industry Digital Innovation Hubs (see d@sa2.7
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o

o

o

o

MIDIH is a new H2020 project for the manufactuyimdustry digital innovation hubs, that
seeks realise services to support ICT innovadmomanufacturing SMEs.

Thinks about how the customer,.ge small compaies, can benefit from the data
marketplacenddevelopghe mechanisms to create the conmertbetweerocal regions
and local companies.

The project has 16 hupisetween 20 or 3@MEs each. They are potential customers for
the datanarketplace

Currently, the data arproducedand they are already usefBlut, 2 far, no digital platform

to trade the data.

1 QUALITY i Digital Manufacturing Platforms for Connected Smart Factories52:2.9

(0]

(0]
(0]

Qudlity is a new H2020 project focusing on manufacturing, which started in January 2020
and will last 39 months
Data are related to factoriesgequality of the products, maintenance.
The way todesign the services in the datarketplacas important andwhich functions
are offered.
A No single owner of the whole data set.
A The data sets cannot be open, prosaeant to retain how the data aredideis more

about open APIS to exchange them.
Discussion between factory and providers about the type of data: They are more willing to
exchange / share data abolft ?and or ancillary processes: recycling enerdigiency,
remanufacturing. They wouldot share data about the production pro¢essch istheir
added valug
A Format of data exchanged: usually logs, masthecturediles if the contextllows
Comparison with agriculture: they start to setup a coamuduct, openPLM, linked with
selfasessment, on a voluntary badiew PLM vendors (19) have 10% market share after
1 year of existence. Big OEMs and aeronautics are asking whether their providers are
complying with this code of conduct.
Market place ma be open, but applications would beoma limited to a small set of
missions.
Data providers need trust, need assurance how the data is used, attached to a particular
application
SMEs are more willing to share their data, but in exchange of a comperisapooviding
their data: data for da or discount to get access to a particular data set. Big companies are
more reluctant.
There may be regulations that they have to provide their data. But it has a cost for the
providers.So,one of their reaction ithat they may find a way to also beihdéfom these
data.

5.4.410T Security, privacy policy framework

Thestreamwas moderateBeteWintlev-JensefEC DG ConnectUnit E4) andSalvatore Scalzo

(EC).

Some elements from the discussion:

1 GDPR has created jobs im#erica with companies learnifiggm Europe.

1 W3C workshop in Europe this Autumn for a new approagining privacy on its head for
services that use much richer sources of personat gdatbbased business models for privacy
- putting the user in contrals the owner delegation of mnagement of privacy preferences
regulatory implications

1 How to give Europe a leadership role for machine to machine data exchange and business
transactions.

{1 Data quality and related metadata, relationship to liability.
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